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1 CellVoice 4 /Trap Relay LT Overview
I

Effective, easy-to-install, light-capacity alarm monitoring

This unit is a compact, LAN-based, light-capacity remote telemetry unit. This unit is designed for easy installation at
small and medium remote sites, making it cost-effective to deploy alarm monitoring throughout your entire telecom
network. This unit features the monitoring capacity (plus wice dialing capabilities on the CellVoice 4) for flexible
notifications.

Powerful monitoring for smaller sites

This telco-grade remote is housed in a durable aluminum case that can be rack-mounted. This SNMP remote is
scaled to the needs of small sites, such as remote huts, collocation racks, and enclosed cabinets - perfect for any
site where a large capacity RTU would be more than you need.

4 Discrete Alarm Inputs

1 Control Relay Outputs

2 Analog Alarm Inputs (1 User Available & 1 Pre-set Power Monitoring)
16 D-Wire temperature or humidity sensors

32 Ping Targets

32 SNMP Alarms

e Dial-in and out with DTMF acknowledge (CellVoice 4 only)

SNMP or T/Mon
The device can report alarms to any SNMP manager or to the DPS Telecom T/Mon Remote Alarm Monitoring
System. The unit can also report via SNMP and DCPx concurrently to T/Mon.

Easy Alerts via Email or SNMP
Email notification reports alarm events to the e-mail addresses of specified personnel and creates a supplemental
record of alarm events in addition to your master via SNMP traps.

Upgraded Web Browser

The overhauled web interface that boasts several new monitoring tools, including new analog gauges. You'l also
notice the impressive speed boost. Menus load very quickly, and the alarm status updates automatically without
requiring a page refresh.

()
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The unit can monitor other LAN devices at a site before LAN is available to the site.




2 Setup

Setup: Parts List

Please make sure all of the following items are included with your unit. If parts are missing, or if you ever need to
order new parts, please refer to the part numbers listed and call DPS Telecom at 1-800-622-3314.

T N Guardian B
g Resdurce Dise b

g B DRSSty

Reso-ﬁrcé_- Disk

Ethernet Cable

Short Rack Ear

X 2
Rack Screws

Antenna
(CellVoice 4 only) Locking Power Connector

USB Cable Pads
== X 2 I X 4
Wall Mount Bracket Wall Mount Screws
X2 . X 4
Metric Rack Screws 3/8" Ear Screws



Setup: Powering the Device

Note: Always use safe power practices when making power connections. Make sure the power wires
are not active before making any power connections.

To connect the unit to a power supply:

w =

Battery lead left, and Ground right

DPS Telecom

opdrt: 1-559-454-1600 ® \\

.dpstele.com

FA LED Fuse left, power status LED "Q" , power plug right

1) Insert a battery ground wire into the connector's right terminal (Shown above) and battery lead into
the left terminal and tighten the screws. Insert the connector into the power plug. Attach a grounding

wire to the grounding lug @

2) Ensure the power status LED 9 s it up green for correct polarity.

3) Insert the local fuse into the fuse holder.
4) The front panel status LED should flash RED and GREEN to indicate that the unit is operating.



Setup: Connect via LAN

1) Connect PC and the unit to the same network via switch or directly via LAN cable.

Crossover Cable

2) Record your PC's current IP configuration (especially if static assignment).
3) Set your PC's IP address to 192.168.1.200 and subnet mask to 255.255.255.0 (Contact your IT
department if you are unsure how to do this).

4) Browse t0 192.168.1.100 (Compatible with IE8 or greater) on your PC and log in with default
user:admin and password:dpstelecom.

Username;

Password:

Login

5) Provision the unit with the appropriate IP information for your network and restart the unit. Then
restore your computer's IP configuration.

DPS Telecom CellVoice 4

Network Monitoring Solutions Upioad | Logout (admin)

Monitor

Ethernet Settings

e
MAC Address 0:10:81:0:41:c0

sensors— [CEURE 0

Ping Targets Enable DHCP

[Snmp Alarms |, 5

Unit IP 10.0.3.41 (10.0.3.41)

Provisionin :

m Subnet Mask 12565 25500 (255.255.0.0)

Gateway 10.0.0.254 (10.0.0.254)

mih DNS Server 1 255 255 255 255 (255.255.255.255)
DNS Server 2 255 255 255 255 (255.255.255.255)

| Save |

—_——————————

CellVoice Web Interface



Setup: Configuring Cellular Modem (CellVoice 4
Only)

1) Attach the antenna to the device.

The Antenna attaches to the CellVoice's back panel

2) Locate the Model # and ESN/IMEI number from the sticker on the top of the unit and write them
down for reference during cellular account setup and modem activation.

3) Contact Multi-Tech or your cellular provider to set up your account.

4) Go to ww.multitech.com website and under the "Support” tab click on Cellular Modem Activation.
Follow the instructions for activating your modem.

5) If SIM card insertion is required (GSM modem only):
a) Remove the power connector from the CellVoice unit.
b) Remove the 3 screws from the top cover of the CellVoice as shown below and remove the cover.

c) Insert SIM card into the modem.



SIM Card

d) Reattach cover and reinstall three screws.
e) Insert the power connector into the CellVoice power plug.
6) To establish terminal session to modem (If necessary to program APN):

a) Telnet into the unit at port 2002 and log in with your username and password

—ENT to login
—ESC to disconnect

Login: admin
Pacouore o S e
ILogged in successfully.

Cellloice 4 vi_BB_BBBE3S
DPS Telecom. Inc.

Cronfig Plring ter{M}inal Dlebug edR>»it

b) Type 'M to establish a terminal connection to the modem.

c) Follow the instructions on the www.multitech.com website that are associated with your modem

model and service provider to program the APN.


http://www.multitech.com

Setup: Test Email Notification

1. Click on the Notifications button in the Provisioning menu. You can setup as many as 8 different notifications.

Begin the setup "wizard" by clicking Edit for a notification number. In this example, we'll setup Notification 2 to send
emails.

Notifications

1d Notify On Type Details

1 Disabled
2 Disabled
3 Disabled
4  Disabled
5  Disabled
6 Disabled
7  Disabled
8 Disabled

2. At the Notification Setting screen, use the drop down box to set what events to use for this notification. Now,
select the Send Email Notification button and click Save and Next.
Notification 1

Status | thify an Al.arms only_ E
@ Send Email
”' Send SNMP
Type - ;
' Voice Call
) Send SMS

Save and Next

3. At the Email Notification screen, you'll enter your email sener settings. Enter the IP address or Host Name of
your email sener. Enter the Port Number (usually 25) and the "To" Email Address of the technician that will
receive these emails. If authentication is required, chose the type and fill in the necessary fields. Click Next.

Notification 1 (Email)

SMTP Server IP or Host [ I
Name ! !

Port (Usually Use 25) D |

"From" E-mail Address

(Global) iNGLT2|@dpsleIe.net |

"To" E-mail Address | |

@ No authentication
O POP before SMTP authentication
O SMTP authentication

POP Server IP or Host Name | |

POP Port (Usually Use 110)

User name | |
|

Password

[ Back H Save and Next I

4. At the Schedule screen accept default values.



Motification 1 (Schedule)

1dSun [Mon [Tue [Wed [Thu|Fri_|Sat [Notification Time

O W TR

1 A e @ [12 vho vImin[aM ¥[to[11 ¥ |h 59 ¥ min [PV v
) T e N —— g —

2 Sy Fima @ [12vh[0 v|min[AM ¥|to[11 ¥|h 52 ¥|min|[PM ¥

[ Back H Save and Finish ]

6. Use the test button to send yourself an email notification.

Notifications

Id Notify On Type Details

1 Both Email mailserver.net:25 / support@dpstele.net | Edit |

A Pinabladd S5 e e A e e == ]

Congratulations! Your notification settings are correct and your unit is live.
For more detailed configuration and setup, please reference the following sections:

6.8 Notifications
6.9 Alarms
6.10 Controls

6.11 Analogs
6.12 Sensors

9.1 Mounting Instructions



3 Specifications

Discrete Alarm Inputs:
Analog Alarm Inputs:

Analog Accuracy:
Temperature Sensors:
Temp. Thresholds:
Control Relay:
Max Carry Current:
Max Operating Voltage:
Max Operating Current:
Max Switching Capacity:
Ping Targets:
SNMP Alarms:
Sensor Inputs:

Protocols:
Dimensions:

Weight:
Mounting:

Power Input
Voltage Options Include:

Current Draw:
Fuse:

Interfaces:

Visual Interface:

Operating Temperature:
Operating Humidity:
MTBF:

Windows Compatibility:
RoHS:

Upto4

1 User Available

1 Power Monitoring (Optional)
+/- of Analog Range (See Section 5.2, "Analog Step Sizes")
1 Integrated Sensor

4

1Form-C

1A

110vDC

1A

30w

32

32

Up to 16 D-Wire Sensors

SNMPV1, SNMPwv2c, SNMPV3, DCPx, TELNET, HTTP, HTTPS
1.720" H x 8.126" W x 7.146" D
(4.369 cm x 20.641 cm x 18.152 cm)

11b. 50z.
19" or 23" rack

Wide Range -24/-48VDC (-20 to -56 VDC)

+24 VDC nominal via 110VAC wall transformer (20 to 36 VDC)
-48VDC nominal (-36 to -72 VDC)

100 mA @ 48VvDC

1/2 Amp GMT Fuse if -48V or -24V

1 RJ45 10/100BaseT full-duplex Ethernet port

1 USB rear-panel craft port

Up to 4 Alarm input connectors (2 inputs per alarm)

1 Relay output connector (NO, NC, CO)

1 Push button switch

(Optional) Internal Resettable Fuse if +12V or +24V
(Optional) 1 RJ11 for D-Wire

(Optional) 1 4-20 mA or 0-5V analog input

(Optional) 1 12/24VDC Sensor power output up to 1/2A

9 Front Panel LEDs
6 Back Panel LEDs

32°-140° F (0°-60° C)

0%-95% non-condensing

60 years

Windows XP, 2000, Vista, 7 32/64 bit
5/6
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4 Unit Back Panel

Antenna D-Wire 10/100BaseT

(Wireless) Sensor Input LAN

CellVoice 4 only Grounding Lug

:

3= pps Telecom ®
5/6 Support: 1-559-454-1600 @ & -

usB D-Wire www.dpstele.com HOWER
(= é - ET
-@ -Temv S ¥ aavae
\—Craft—  Sensor Input I LNK  LAN 314 RV CNDT oA max
1 1 :
I I '
1
USB Integrated Power Input
Craft Port Temperature & Fuses

Sensor

CellVoice 4 back panel connections
4.1  Craft Port

The back panel craft port is primarily used to give the unit an IP address so you can continue the rest of
your database configuration over LAN.

4.2 LAN Connection
RJ45 Ethernet Connection

Receive In—(RI-)

WO~ O

Receive In + (RI+)
2 Transmit Out- (TO-)
1 Transmit Cut + (TO+)

LAN Connection Pinnout

LAN is used for web browsing to the unit. You can also do your databasing over LAN, as well as sending
email notifications and SNMP traps. To connect the unit to the LAN, insert a standard RJ45 Ethernet
cable into the 10/100BaseT Ethernet port on the back of the unit. If the LAN connection is OK, the LNK
LED will light SOLID GREEN.

4.3 Integrated Temperature Sensor

The unit features one internal temperature sensor, used to monitor the ambient temperature. The
internal temperature sensor measures a range of -40° F to 180° F (-40° C to 82.2° C) within an
accuracy of about * 2°.
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4.4  D-Wire Sensor Inputs

The ports on your unit labeled Sensor Input support up to 16 D-Wire sensors. Your unit powers and
communicates with your D-Wire sensors via simple RJ-11 connections. You can chain your 16
sensors to the D-Wire port on the back of the unit in any order or combination.

The max cable length depends on the number of sensors daisy chained together. The cable lengths and
corresponding number of sensors can be seen in the table below.

Maximum Cable Lengths

Number of | Spec'd || Number of | Spec’d || Number of | Spec’d || Number of | Spec'd
Nodes Max (ft) Nodes Max (ft) Nodes Max (ft) Nodes Max (ft)

i 800 9 150 il 75 25 50

2 700 10 125 18 75 26 50

3 475 11 125 ie 50 27 50

4 350 12 100 20 50 28 50

5 275 13 100 21 50 29 50

6 225 14 100 22 50 30 40

T 200 15 75 23 50 31 40

8 175 16 75 24 50 32 40

Maximum Cable Lengths

Note: Some sensors may consume 2 analog channels (the combined temp/humidity sensor, D-PK-
DSNSR-12002, for example).

Connecting D-Wire Sensors

Using a standard 6P4C, straight-through RJ-11 cable (part #D-PR-045-10A-01, pinout below),
connect any digital sensor port on the unit to the In jack on a D-Wire sensor. Chain additional sensors
to the D-Wire sensor (using the same straight-through cables) from the Out jack on the previous
sensor to the In jack on the next (i.e. Out on sensor 4 to In on sensor 5).

B
1/ 5 vee

Pinout for the unit and D-Wire Sensor RJ-11 jacks

The D-Wire line of sensors includes temp/humidity, additional analogs, discretes, and more. Contact
DPS at 1-800-693-0351 for information about available D-Wire sensors.

For details about configuring your sensors though the web interface, see the Sensors section of this
manual.
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5 Unit Front Panel

5.1 Discrete Alarms and Relay Connection

Cell Voice s.,n?: -ss.:;:::-':‘sw

www.dpstele.com

[

—
Discrete alarm inputs, control relays, and the analog are wired using the spring-clamp terminal block connectors

Latching Terminations

The unit features up to 4 discrete alarm inputs (depending on your build option). There are 2 input poles
per alarm. The analog (depending on your build option) is intended for monitoring a single 4-20mA
sensor. Your option may also include either 12 or 24VDC power output for power a sensor up to 1/2
AMP. The unit's relay connector has 3 outputs for Normally Open (NO), Normally Closed (NC), and
Common (CO).

1. Strip a small piece off the end of the wire.

2. Flip open the connector for the desired alarm input. Lock it down over the wire.

3. Indicator LEDs on the front panel show you the summary status. Check for solid green light to see if
power is connected.
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Dry Contact Contact to Ground
Unit case Unit case
5" e gl B e —

- Batt.
L, o = s — s — —
Note: Make sure that grounds have a common
reference - this is usually done by tying grounds
together.
Form-C Contact
Unit
= == = == -
| I
|
|
I X |
| NO
|
I

Discrete alarm points can connect as a dry contact, a contact to ground, or a Form-C contact

The discrete alarm inputs are also called digital inputs or contact closures. Discrete alarms are either
activated or inactive, so they're typically used to monitor on/off conditions like power outages, equipment
failures, door alarms and so on.

The unit's discrete alarm points are single-lead signals referenced to ground. The ground side of each
alarm point is internally wired to ground, so alarm points can connect either as a dry contact or a
contact to ground.

In a dry contact alarm, the alarm lead brings a contact to the ground lead, activating the alarm. In a
contact to ground alarm, a single wire brings a contact to an external ground, activating the alarm.
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6 Provisioning Menu Field Descriptions

The unit configuration is performed from the Provisioning menus (the menu options in green on the left-side of the

web interface). The following pages provide a brief description of the options available in each menu.

Saving Configuration Changes to the unit:

At the bottom of each screen you access from the Provisioning Menu, you will see a Save button. Clicking Save
will cache your changes locally. The web interface will then prompt you to either Write your changes to the unit or
Reboot the unit for changes to take effect in the top-left corner of your browser. The relevant options will be

highlighted in the Device Access options.

Note: If the unit prompts you to both Write changes to the unit and Reboot, you will Write your changes first.
Rebooting before without writing to the unit (if a Write is required) will cause you to lose your configuration changes.

[F'IeaSE WRITE to the unit after you are finished with your changes!
Please REBOOT the unit for changes to take effect!

Status messages on the unit Device Access menu, inform you how to implement your changes

Device Access
Backup Config
Read

Initialize
GetLog

Purge Log
Reboot

Device Access
Backup Config

Initialize

Get Log

Reboot

The control menu highlights items that must be completed for your changes to take effect



6.1 System

From the Provisioning > System menu, you will configure and edit the global system, call, T/Mon and control
settings for the unit.

Systemn Settings

Global Settings

Name ;CE”VDICE 4

Locatiomn

Contact fAccount 559-51541500

DTMF Pass Code {Used when user first dials into the unit)

DTMF Record Pass Code | (Used when user wants to record a description)

Rings Before F'n::kup 3
8MS Send Limit E2 |
SMS Send Limit Period. 5m|n {Time period before sent SMS counter is reset)
® Disable DCP ' DCP over LAN
DCP Unit ID / Protocol It |/ |DCPy v
DGCP over LAMN port / Protocol 2001 .-" | LIDP v
Get history history.csv
Erase history | Erase |
Backup Description Recordings CV¥4 voice.vc?
Restore Description Recordings ! RE[_D_E_-_I
Erase Description Recordings !“_E_r_a_lﬁ_n_a___i
Backup Config config.bin
Initialize | Init |

| Save |

The Provisioning > System menu
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Global System Settings

Name A name for this unit. (Optional field)
Location The location of this unit. (Optional field)
Contact Contact telephone number for the person responsible for this unit. (Optional field)

DTMF Pass Code

Used to login to the unit via telephone to hear alarm notifications. Only number entries|
are valid. (CellVoice 4 only)

DTMF Record Pass
Code

Needed to access rights to record or re-record the custom (woice) alarm detail. Only
number entries are valid. (CellVoice 4 only)

Rings Before Pickup

Used to change the number of rings before the unit picks up when dialing into it.
(CellVoice 4 only)

SMS Send Limit Settings

SMS Send Limit

Maximum SMS notifications that may be sent during the configured period.
Note: This does not effect SMS re-broadcasts.

SMS Send Limit Period

Time period in which the unit retains the number of SMS notifications attempted to be
sent.

DCP Responder Settings (For use with T/Mon)

DCP Unit ID / Protocol

User-definable ID number for this unit (DCP Address) and desired protocol.

DCP LAN Enter the DCP port for this unit (UDP/TCP port) and desired protocol.
Analogs and Sensors History
Get History Download a log of all configured analog and sensor values.

Erase History

Erase the log of all configured analog and sensor values.

Voice Description Recording Options

Backup Description
Recordings

Use this option to save your woice description recordings to your computer.

Restore Description
Recordings

Use this option to upload your previously saved wice description recordings.

Erase Description
Recordings

Use this option to erase all current woice description recordings.
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6.2 User Profiles

Clicking User Profiles gives you access to modify the default username and password, and to edit the administrator
profile and create up to 9 additional unique user profiles, each with different access rights to the unit's web interface.

User Profiles Summary

Id Username Status

1 admin Default Edit | (Administrator Profile)

techi Active Edit
3 after_hours_tech Active Ed'rt| Delete|
tech2 Active Edit || Delete

Configure access privileges for users in the User Profile screen

[ %]

o

Note: The first user profile in the User Profiles menu is the Administrator's Profile. Access rights for the
administrator's profile are all enabled and may not be disabled, nor can the profile be deleted or suspended. This is
a precaution to prevent a situation in which an access right is disabled for all users. You may still edit the
Username, Password, and Active Days fields for the Administrator Profile.

User Profile 1 (Administrator Profile)

Suspend this Profile

Username admin
Password sssccccene
Confirm Password sesssscoee
|Access Rights

Check all

Edit logon profiles

Write config (change unit configuration)

View monitor pages

Send relay commands

TTY access (access via Craft port or via Telnet)
Initialize config to factory defaults

Upload new firmware, description recordings, or config
Get audit log

Purge (delete) audit log

Get (backup) config

Get and delete analog history

Get and delete description recordings

Save

Go to profiles summary

The User Profiles screen allows you control user functionality

To create or edit any of the 10 user profiles (including the default), click the Edit button. From there, you can
change all configurable settings for a user profile.
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User Profile

Suspend this Profile

If this box is checked, the profile will not be able to access the unit.

Username

Enter a username or a user description

Password

Enter a unique user password Note: All passwords are AES 128 encrypted.

Confirm Password

Re-enter the password.

Access Rights

Check all

Enables all Access Rights

Edit logon profiles

Enables the user to add/modify user profiles and password information.

Write Config (change
unit configuration)

Enables the user to change the unit config by accessing the Write feature in the
control menu.

View monitor pages

Allows the user to access Monitor menu options.

Send relay commands

Allows the user to send commands to operate the device's control relays.

TTY access (access via
Craft port or via Telnet)

Grants the user access to the unit via TTY interface (Ma craft or telnet).

Initialize config to
factory defaults

Allows the user to use the Initialize option in the Device Access menu, resetting the
unit to factory default settings. All user settings will be lost.

Upload new firmware,
description recordings,
or config

Allows the user to upload firmware or backed-up configuration files.

Get audit log

Allows the user to access the Audit Log (Get Log command).

Purge (delete) audit log

Allows the user to deletes the existing audit log.

Get (backup) config

Backs-up all user profile configuration settings.

Get and delete analog
history

Allows the user to access and delete the analog and sensor history.

Get and delete
description recordings

Allows the user to access and delete the recorded analog and sensor history.

User profile field descriptions

Once you've finished configuring a profile, click Save to store your changes locally.

To access another profile, simply click Go to profiles summary at the bottom of the page. You may also navigate
away from the user profiles screen at any time by clicking any of the menu options on the left side of the screen.
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6.3 Ethernet

The Edit > Ethernet menu allows you to define and configure Ethernet settings.

Ethernet Settings

MAC Address
Host Name
Enable DHCP
Unit IP
Subnet Mask
Gateway
DNS Server 1

DNS Server 2

0:10:81:0:6f:19

()
206.169.87.183 (206.169.87.183)
255.255.255.240 (255.255.255.240)
206.169.87.177 (206.169.87.177)
83583 (8.8.8.8)
4444 (4.4.4.4)

| Save |
The Provisioning > Ethernet menu
Ethernet Settings

MAC Address Hardware address of the unit (Not editable - For reference only).

Used only for web browsing. Example: If you don't want to remember this unit's IP
Host Name address, you can_type an alphanumeric name in this field_, such as CV_4. Once you save

and reboot the unit, you can now browse to it locally by simply typing in "CV4" in the
address bar (no "http://" needed).
Used to turn on Dynamic Host Connection Protocol. NOT recommended, because the

Enable DHCP unit is_assigned an P a_lddress_, from your DHCP server. Th_e IP you've alregdy assigned to
the unit becomes inactive. Using DHCP means the unit will NOT operate in a T/Mon
environment.

Unit IP IP_address of the unit.

Subnet Mask

A road sign to the unit, telling it whether your packets should stay on your local network
or be forwarded somewhere else on a wide-area network.

Gateway

An important parameter if you are connected to a wide-area network. It tells the unit
which machine is the gateway out of your local network. Set to 255.255.255.255 if not
using. Contact your network administrator for this info.

DNS Server 1

Primary IP address of the domain name sener. Set to 255.255.255.255 if not using.

DNS Server 2

Secondary IP address of the domain hame sener. Set to 255.255.255.255 is not using.

Note: DNS Server settings are required if a hostname is being used for ping targets.
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6.4 RADIUS

RADIUS (Remote Authentication Dial In User Senice) is an industry-standard way to manage logins to many
different types of equipment in one central location. The unit connects to your central RADIUS sener. Every time a
device receives a login attempt (usually a username & password), it requests an authentication from the RADIUS
sener. If the username & password combination is found in the senver's database, an affirmative "access granted"
reply is sent back to the unit device, allowing the user to connect.

RADIUS
Retry 3
Time-out Ssec

IPA 255 255 255 255 (Disabled)
Port 1812
Secret
IPA 255 255 255 255 (Disabled)
Port 1812
Secret

| Save |

The Provisioning > RADIUS menu

RADIUS Settings
Retry Enter the number of times the RADIUS sener should retry a logon attempt.
Time-out Enter the number of seconds before a logon request is timed out.
Server 1/2
IPA Enter the IP address of the RADIUS sener.
Port Port 1812 is an industry-standard port for using RADIUS.
Secret Enter the RADIUS secret in this field.

After successfully entering the settings for the RADIUS sener, the unit Web Browser will prompt users for both a
Username and Password, which will be verified using the information and access rights stored in the RADIUS
database.

RADIUS logins are case-sensitive. If the RADIUS senver is unavailable or access is denied, the local user profiles
will work via craft port access only. Also, the "dictionary.dps" files (included on the Resource Disk) needs to be
loaded on the RADIUS sener for access-right definition. If RADIUS is enabled on the unit, local authentication will be
invalid through the web and can only work via craft port.
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6.5 SNMP

The Provisioning > SNMP menu allows you to define and configure the SNMP settings.

SNMP

Global Settings

Get Community dps_public

Set Community dps_public

Trap Community dps_public

Trap Listening Port 162

Read and Write Access SNMPv3, SNIMPvZe. and SNMPV El

SNMPv3 Engine ID 80000a7a0300108100697a
e
Id SNMPv3 Userhame Auth Type  Auth Pass Priv Type Priv Pass
1 No Auth || No Priv|» |

2 No Auth [+] No Priv[ =]

3 Mo Auth [ =] Mo Priv] =]

[Save]

The Provisioning > SNMP menu

Global Settings

Get Community

Community name for SNMP requests.

Set Community

Community name for SNMP SET requests.

Trap Listening Port

The port through which traps are listened for or received. By default, the trap listening
port is 162.

Read and Write
Access

This field defines how the unit may be accessed via SNMP. This can be set to the
following:

e SNMP v2c and SNMP vl1-only: Allows SNMPvl1 and SNMPV2c access (Default)
e SNMP v2c only: Allows SNMPW2c access only

e Access Disabled: Restricts all access to unit via SNMP

SNMPv3 Engine ID

The engine identification that uniquely identifies the agent in the device.

SNMPv3 Users

Username Community name for SNMP requests.
Auth Type Select the authentication type.

Auth Pass Specify the authentication password.
Priv Type Select the privacy type.

Priv Pass Specify the privacy password.
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6.6 Backup Mode

The Provisioning > Backup Mode menu allows you to define and configure Backup Mode alarms. The Backup
Mode menu provides a list of preset alarms, as well as the ability to create user defined alarms from the Display
Map. You can also create wireless Backup Mode notifications using Voice and SMS (CellVoice 4 only). For more
information, see Section 10.5 "Setting up Backup Mode."

Backup Settings

DCP Fail V]
SNMP Fail ]
Notification 1 [
Notification 2 [V
Notification 3 V]
Notification 4 ¥l

Notification 5 7]
Notification 6 [l
Notification 7 @]

Notification 8 [

User Defined - Display: 1 Point: 1 Display Map !

| Save |
The Provisioning > Backup Mode menu.

6.7 Phone List (CellVoice 4 only)

Up to 32 phone numbers can be stored for the CellVoice 4 to call with alarm information. This list is unordered and
should include all phone numbers for those that need to know and/or respond to alarms. When setting up a wice
call notification later, you can designate which of these individuals to call about which alarms, in your desired order.

Phone List
|. Save |
Slot Enab Msg Type Description Phone Number
1 7 Yaice Call ¥ | Techl | 559.454-1B00
z 3 SMS v | Tech2 | 800-622-3314
3 ] SMS-Man ¥ | Tech3 | Bon-93-0351
The Provisioning > Phone List menu
Phone List Settings
Message Type Description.

Voice Call Recipient will receive a phone call with notification of event.

SMS Recipient will receive a SMS message in standard format.
SMS-Mon Recipient will receive a SMS message in RRM (Rapid Response Monitoring) format.
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6.8 Notifications

From the initial Provisioning > Notifications menu, you will see which of the 8 notifications are enabled, their type,
and details. Click on the Edit link for one of the notifications to begin configuration.

Once you've chosen which notification you want to setup, click the Edit button on the right-hand side to begin
configuration. Then choose a natification method: Email, SNMP, Voice Call, or SMS (wice call and SMS available
on CellVoice 4 only). Now click Save and Next to continue to a Notification Settings screen.

6.8.1 How to Send Email Notifications

1. Click on the Notifications button in the Provisioning menu. You can setup as many as 8 different notifications.

Begin the setup "wizard" by clicking Edit for a notification number. In this example, we'll setup Notification 2 to send
emails.

Notifications

1d Notify On Type Details

1 Disabled [(Eait ]
2 Disabled ((Test |
3 Disabled [ Edit ]
4  Disabled
5 Disabled
6 Disabled ( Test ]
7  Disabled [(Edn ]
8 Disabled

2. At the Notification Setting screen, use the drop down box to set what events to use for this notification. Now,
select the Send Email Notification button and click Save and Next.
Notification 1

Status Matify on Alarms only |ZI
'@ Send Email
Typea ' Send SNMP
" voice call
' Send SMS

Back | | Save and Nei\

3. At the Email Notification screen, you'll enter your email sener settings. Enter the IP address or Host Name of
your email sener. Enter the Port Number (usually 25) and the "To" Email Address of the technician that will
receive these emails. If authentication is required, chose the type and fill in the necessary fields. Click Next.
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Notification 1 (Email)

SMTP Server IP or Host [ I

Name

Port (Usually Use 25) 97|

"From" E-mail Address — =

(Global) |NuLT2L«3’dpsleIe.net |

"To" E-mail Address | |

How to authenticate

@ No authentication
O POP before SMTP authentication
O SMTP authentication

POP Server IP or Host Name | |

POP Port (Usually Use 110) |

User name | |

Password | |

[ Back H Save and Next I

4. At the Schedule screen, you'l select the exact days/times you want to receive email notifications. You can set
2 schedules per notification. For example, you may want to receive notifications at certain times during the week,
and at different hours on the weekend. Use the check boxes to select the days of the week, and select the time
from the drop down menus. Click Finish. To try a test notification, click the Test button (See next step.)

Notification 1 (Schedule)
1d]Sun [Mon [Tue [Wed [ThulFri_|Sat [Notification Time

R IR e M B 2 T T
ARy Figpe || ————

e e N e
Any Time

[ Back H Save and Finish ]

5. If you chose to test the email notification you've just setup, you will prompted with a pop up . Click OK to send a
test email alarm notification. Confirm all your settings by checking your email to see if you've received it. NOTE: This
test only means that your notification settings are correct, but you still need to assign the notification to an alarm

point. See the next step.

6. Now you will associate this notification to an alarm (system, base, analog, etc.) You hawe 8 notification devices
available to use. In the image below, you might assign Notification Device 1to Alarm 1. This means that you
would receive an email notification when an alarm for Alarm 1 (SERVER ROOM) occurs.
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DPS Telecom

—.Upioad | Logout

R ot Notifications
%

Id Notify On Type

[sencors @ BEEETEE

System Alarms
Pro onin
User Profiles
Phone List

Notifications

Controls

Analogs

DPS Telecom
e Mo

g Solutior

Monitor
Alarms

Controls

Analogs

System Alarms

User Profiles

Controls

Analogs

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Upload | Logout (admin)

Alarms

Id Description Display Map

Rev. § 2 3 4 5 6 7 8

1 |SERVERROOM

0O ®AoooooeEo

On Set:
On Clear:
Qual. Time:

Qual. Type:

Alarm
Clear |

\Osec |

OnSel v

2 |WEST SIDEDOOR
3 |RECTIFER

4 MICROWAVE

| Advanced>> a &)@ | afa)a|s
|advanced>> O O 0O B O0OOOO
| Advanced>> Ll O I 0O Y el 0
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6.8.2 How to Send SNMP Traps

1. Click on the SNMP button in the Provisioning menu. Enter the SNMP GET and SNMP SET community strings
for your network, then click Save. The typical SNMP SET and GET community strings for network devices is
"public". As an added security measure, we've made our default "dps_public".

SNMP

Get Community \dps_public :

Set Community .dps__public

Trap Community /dps_public

Trap Listening Port 162

Read and Write Access :_S_NM_P_\G_. SNMPv2e, and SNM_I_:'M_E

SNMPv3 Engine ID |80000a7a0300105100697a
snwpvavsers |
Id SNMPv3 Username Auth Type  Auth Pass Priv Type  Priv Pass
1 No Auth[v] | | Mo Priv[~]

2 | Mo AuthE[ | | | Mo F'rNE[

3 No Auth[~] | | No Priv [~ |

2. Click on the Notifications button in the Provisioning menu. You can setup as many as 8 different notifications.
Begin the setup "wizard" by clicking Edit for a notification number. In this example, we'll setup Notification 1 to send
SNMP traps to your alarm master.

Notifications

Id Notify On Type Details

1 Both SNMP 10.0.6.5:1234 [ Edit |
2 Disabled Email 10.0.6.5:1234 / Cellva@dpstele.net [ Edit | [Test|
3  Disabled Voice Call See phone list. @|
4  Disabled Woice Call See phone list, @| ’E
5 Disabled Voice Call See phone list, @|
6  Disabled Voice Call See phone list, @| IE
7  Disabled Voice Call See phone list. @|
8 Disabled SMS 5555555555 [ Edit | [ Test|

3. At the Notification Setting screen, use the drop down box to set which events to use for this notification. Now,
select the Send SNMP Notification button and click Next.

Notification 1

Status MNotify on Alarms only v

'Send Email

/Send SNMP

Voice Call

C)TRIP Dialup (T/Mon)

Type

4. At the SNMP Notification screen, you'll enter your network's SNMP settings. Enter the IP address of your
SNMP Trap Senver. Enter the Trap Port Number (usually 162) and the Trap Community password. Click Save
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and Next.
Notification 4 (SNMP)

SNMP Trap Server IP

Trap Port No. (Usually Use

162) ¢

Trap Community

Trap Type SNMPv3 |E|
SNMPv3 user (see SNMP ; 7
menu) User1__[}[z|

5. At the Schedule screen, you'l select the exact days/times you want to receive SNMP notifications. You can set
2 schedules per notification. For example, you may want to receive notifications at certain times during the week,
and at different hours on the weekend. Use the check boxes to select the days of the week, and select the time
from the drop down menus. Click Save and Finish. To try a test notification, click the Test button (See next step.)

Notification 1 (Schedule)
1d|Sun [Mon [Tue Wed [Thu Fri |sat [Notification Timpe |

N o e e o e[
Any Time

2 O ©[12vh[0 v|min[AM ¥ |to|11 ¥|h[53 ¥|min PM |

[ Back ][ Save and Finish ]

6. If you chose to test the email notification you've just setup, you will prompted with a pop up . Click OK to send a

test SNMP alarm notification. Confirm all your settings by checking your alarm master to see if the SNMP trap was
received.

NOTE: This test only means that your notification settings are correct, but you still need to assign the notification to
an alarm point. See Step 6 in "How to Send Email Notifications" for more detail.



28

6.8.3 How to Send Voice Call Notifications (CellVoice 4 only)

The following instructions will guide you through the process of setting up the unit to call your phone when alarms
are triggered. Using your custom call list, the CellVoice 4 will begin the calling tree to notify the correct personnel,
according to their schedules.

1. Click on the Notifications button in the Provisioning menu. You can setup as many as 8 different notifications.
Begin the setup "wizard" by clicking on Edit for a notification number. In this example, we'll setup Notification 6 to
send an woice alert.

2. At the Notification Setting screen, select the conditions you want to be notified of from the drop down: Notify on
both Alarms and Clears, Notify on Alarms only, Notify on Clears only. (Selecting Notification Disabled means
you will not receive any type of alerts.) Select Voice Call and click Save and Next.

Notification 1

Status | Motification Disabled El
' send Email

e " Send SNMP
@ Voice Call
' send SMS

| Back | | Save and Next |

3. At the next screen, you'll select the phone numbers the CellVoice should call when the alarm that corresponds to
this particular notification is triggered. Make your selections, in order, using the drop down lists. These are the
phone numbers you entered in the Provisioning > Phone List menu. To jump to this menu and add more numbers,
click the Add Phones link in the title bar. In the Delay field, enter the amount of time that should pass before the
CellVoice attempts to call the next person on the phone tree. (s = seconds; m = minutes)

MNotification 1 (Voice Call)

Id Phone Number to Call (Add Phone Numbers) Delay
1 |Phone Listslot 1 has na numberl | s

2 |Phane List slot2 has no number! v [Tmin.
3 | Phone Listslot3 has na numberl v 5min
4 |Phane List slot 3 has no number! ) 25fnin.

[”] call all numbers in this list. Ack logic is disabled.

[”1 Extend Call Loop. Unit will loop through call list 5 times. The loop ends when call is acked. If ack
never occurs, the notification failed alarm is set and the loop ends.

["| send notification only if in Backup Mode.

| Back | | Save and Next |

NOTE: At the bottom of this screen, you may choose the "Call all numbers" box to disable acking. When
checked, the unit will call all numbers in the list, instead of stopping when the alarm or clear is acknowledged. You
may also choose to choose whether you want the CellVoice to dial ONLY if a Backup Mode Point is set. See
Section 9.5 for more information.

5. At the Schedule screen, you'l select the exact days/times you want to receive notifications. You can set 2
schedules per notification. For example, you may want to send after hours or at certain times during the week, and
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at different hours on the weekend. Use the check boxes to select the days of the week, and select the time from the
drop down menus. Click Save and Finish. To try a test naotification, click the Test button (See next step.)

Notification 1 (Schedule)

1d|sun [Mon [Tue|Wed | Thu|Fri_|sat [Notification Time |

10 ¥ EE B E @l
Any Time

A e sl o o S

Any Time

[ Back ][ Save and Finish ]

6. If you chose to test the notification, you will see the popup below. Click OK to test a wice notification. NOTE:
This test only means that your notification settings are correct, but you still need to assign the notification to an

alarm point.

7. Now you will associate this notification to an alarm
{system, base, analog, etc.) You have 8 notification
devices available to use. In the image below, you might
assign Notification Device 1to Alarm 1. This means
that you would receive an email notification when an alarm
for SERVER ROOM occurs. Remember that Notification
#1 in the Notifications menu is the same as N1 on the
alarms page.

DPS Telecom

Upload | Logout (admin

fottyon  Twe ol
System Alarms.
Satae Disabled
Disabled
User Profiles
DPS Telecom
Network Menitoring Sof Upload | Logout (admin

Monitor

Analogs

System Alarms

vaisiunini
User Profiles
Phone List

Alarms
Id Description Display Map Rev. 2 @|as s 7=

1 [SERVER ROOM aaicesss O @QU OO OO EO

On set: Alarm

On Clear: Clear
Qual. Time: Osec

Qual. Type: OnSet_ ¥

& [@i)a|a|Q|s|a)aEl
& =] a|a) e s)s)als
O O8M0O00®O0

2 |WESTSIDEDOOR Advanced>>

3 |RECTIFER Advanced>>

4 |MICROWAVE Advanced>>
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6.8.4 How to Send SMS Notifications (CellVoice 4 only)

1. Click on the Notifications button in the Provisioning menu. You can setup as many as 8 different notifications.
Begin the setup "wizard" by clicking on Edit for a notification number. In this example, we'll setup Notification 8 to

send an SMS notification.

2. At the Notification Setting screen, select the conditions you want to be notified of from the drop down: Notify on
both Alarms and Clears, Notify on Alarms only, Notify on Clears only. (Selecting Notification Disabled means
you will not receive any type of alerts.) Select Send SMS and click Save and Next.

Notification 1

Status INatify on both Alarms and Clears |Z|
" send Email

Type ) Send SNMP
' Voice Call
@ Sand SMS

[ BackJ [ Save and Next |

3. At the next screen, you'l enter the phone number or email address that the CellVoice should send a message to
when the alarm that corresponds to this notification is triggered. Enter the phone number or email address, select an
email gateway if necessary, and choose whether you want the CellVoice to dial ONLY if a Backup Mode Point is
set. Then click Save and Next.

Note: When sending an SMS, you can either use hyphens to separate phone numbers or type the entire number in
without hyphens (555-555-5555 or 5555555555). Howewer, if you are sending an SMS using the Email Gateway,
you must remowe all dashes. Example: 555-555-5555 becomes 5555555555@txt.att.net

Notification 1 (SMS)

Phone Number or Email Address 555-555-5555
Email Gateway [None This is required for SMS-to-Email

Backup Mode ["| send notification only if in Backup Mode.

| Back | | Saye and Next |

5. At the Schedule screen, you'l select the exact days/times you want to receive notifications. You can set 2
schedules per notification. For example, you may want to send after hours or at certain times during the week, and
at different hours on the weekend. Use the check boxes to select the days of the week, and select the time from the
drop down menus. Click Save and Finish. To try a test notification, click the Test button (See next step.)

Notification 1 (Schedule)
1d[Sun |Mon [Tue Wed [ThulFri_|sat |Notification Time _____________________________|

1 Q ® [12vh/0 vmin/AM ¥[to |11 »h[53 ~|min|PM ~|
Anv‘nme ol - Beecll L S Fudian ol uimeam

2 2 © 12 vh[0 ¥|min[AM ¥|to |11 ¥|h |58 ¥|min PM ¥

[ Back H Save and Finish ]

6. Click Test to send a test SMS notification. NOTE: This test only means that your notification settings are
correct, but you still need to assign the notification to an alarm point (See step 6 of the "How to Send Email
Notifications" section).
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6.8.5 Notification Settings

Email Notification Fields
Notification 1 (Email)

SMTP Server IP or Host

Name email@dpstele net

Port (Usually Use 25) 125

"From" E-mail Address

(Global) CellVi@dpstele net

"To" E-mail Address noc@dpstele net

How to authenticate

@ Mo authentication
' POP before SMTP authentication
| SMTP authentication

POP Server IP or Host
Name

POP Port (Usually Use 110) (
User name

Password

[ Back | [ Save and Mexd

Editing Email Notification Settings

Email Notification

SMTP Server IP or
Host Name
Port Number The port used by your email senver to receive emails, usually set to 25.
Displays the email address (defined in the Edit menu > System) that the unit
will send emails from. Not editable from this screen.

The email address of the person responsible for this unit, who will receive
email alarm notifications.

The IP address of your email senver.

"From" E-mail Address

"To" E-mail Address

Note: If you want to send authenticated emails, click the appropriate radio button. If you enable POP authentication,
you will have to enter the relevant authentication information the fields below.
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SNMP Notification Fields
Notification 1 (SNMP)

SNMP Trap Server IP

Trap Port No. (Usually Use
162)

Trap Community
Trap Type

SNMPv3 user (see SNMP
menu)

| Back | | Save and Next J

10065

1234

SNMPA [~

User 1 _[_]_E

Editing SNMP notification settings

SNMP Notification

SNMP Trap Server IP The SNMP trap manager's IP address.

Trap Port No.

The SNMP port (UDP port) set by the SNMP trap manager to receive
traps, usually set to 162.

Trap Community

Community name for SNMP TRAP requests.

Trap Type

Indicate whether you would like to send SNMP v1, V2c, or \3 traps.

Voice Call Notification Fields (CellVoice 4 only)

Motification 1 (Voice Call)

Id Phone Number to Call (Add Phone Mumbers ) Delay
1 |Phone Listslot1has no number! v] s

2 |Phone Listslot2 has na number! ¥ [ Imin
3  |Phone Listslot3 has no number! ¥

4  |Phone Listslot3 has na number! |

Editing voice call natification settings

Voice Call Notification

Phone number to call

Phone number the CellVoice will call with incoming alarm information.

Delay

The amount of time that will pass before the CellVoice will call the next person on
the assigned call list. Enter s for seconds or m for minutes. Example: 45s = 45
seconds.

Call all numbersin this list.
Ack logic is disabled.

Forces the CellVoice to call everyone on the assigned call list, disabling their
ability to ack the alarm and stop the phone tree process.

Extended call loop.

If checked, all configured phone numbers will be dialed (in the order entered) five
times or until the alarm is acknowledged.
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SMS Notification Fields (CellVoice 4 only)

Notification 1 (SMS)

Phone Number or Email Address 555-555-5555
Email Gateway | Mone This is required for SMS-to-Email

Backup Mode ["1send notification only if in Backup Mode.

| Back | | Save and Mext

Editing Call notification settings

Call Notification

Phone Number or Email| Enter the phone number or email address that will receive the SMS.
Address
Email Gateway The Email Gateway should match your CellVoice's carrier.
Backup Mode Check this box if you want the CellVoice to only dial if in Backup Mode.

Note: If you are going cross-carrier (eg. Verizon to ATT), you will need to select Verizon for the Email Gateway and
use an ATT domain in the email address (e.g. phonenumber@txt.att.net).

6.8.6 Schedule

The natifications scheduling menu is where you will tell the unit exactly which days and times you want to receive
alarm notifications. You set 2 different schedules for each.

Notification 1 (Schedule)

1d|Sun [Mon [Tue |Wed [ThulFri_[sat [Notification Time ________________________________

: O e © (72 [0 vimin A ¥]to[17 (55 wimin[7V1 ¥

©[12vh (0 vlmin[AM ¥[to[11 ¥ h[59 vimin [PM v|

e O o el
Any Time

[ Back H Save and Finish ]

The Schedule creation screen

Notification Scheduling
Days of the week From either Schedule 1 or 2, check which days you want to receive notifications.
Select this is if you want to receive alarm notifications at any time for the day(s)

you've selected.
Tells the unit to only send notifications during certain hours on the day(s) you've

selected.

Any Time

Notification Time
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6.9 Alarms (If Available)

Discrete alarms are configured from the Provisioning > Alarms menu. Descriptions for the alarm points, polarity
(normal or reversed) and notification type(s) are defined from this menu. You also have the option to use Basic or
Advanced configuration methods, explained in this section.

Alarms
e
Id Description Display Map Rewa | i B [l B e e
1 |Frant Doar Advanced<<
On Set: Alarm
On Clear: Clear
Qual. Time: 3sec )
qual, Type: [ OnSet v
Severity! Mone v
2 Tower Lights Advanced>>
3 |Commercial Power Advanced>>
4 |Router1 Advanced>>
 Save
The Provisioning > Alarms menu
Basic Alarm Configuration
ID Alarm ID number.
Description User-definable description for the discrete alarm point.
Rewerse: Check this box to reverse the polarity of the alarm point. Leaving this option
Rev (Reverse) un-checked means a normally open contact closure is an alarm. When polarity is

reversed, a normally closed alarm point is clear when closed.

Check which naotification device(s), 1 through 8, will send alarm notifications in

Notification Devices . .
response to this alarm point.

Advanced Alarm Configuration (Advanced>>)

User-definable description (condition) that will appear for the discrete alarm input on

On Set Set. Example: "Alarm".

User-definable description (condition) that will appear for the discrete alarm input on

On Clear Clear: "Example: "Alarm Cleared".

Qual. Time (Qualification| The length of time that must pass, without interruption, in order for the condition to be

Time) considered an Alarm or a Clear.
Qual. Type (Qualification| Allows you to choose whether you want to apply the Qualification Time to the alarm
Type) Set, Clear, or Both.
Allows you to choose the severity of the alarm. Primarily used to display the alarm
Severity type when using the "SMS-Mon" notification format for RRM (Rapid Response

Monitoring).
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6.10 Controls (If Available)

The unit's control relays can be configured in the Provisioning > Controls menu. You can enter your own
description for these relays and designate them to a notification device(s).

Controls
Id Description Display Map i 2 3 4 5 6 7 8
1 Switch 1 Details<< v

Derived Description: m‘

Momentary time (e.g. 55, im): 1sec

Save |

The Provisioning > Controls screen
Basic Controls Configuration
ID ID number for the control relay.
Description User-definable description for the unit's control relay.

Momentary Time 600 seconds.

Control on time (in milliseconds) when you execute the MOM command. Max limit of

Notification Devices
for the control relay.

Check which natification device(s), 1 through 8, you want to send alarm notifications

Derived Description : .
more information.

Control relays and virtual alarms can be created with a derived formula. See below for

Derived Description Coding

_OR: Set the current operation to OR.

_AN : Set the current operation to AND.
_XR : Set the current operation to XOR.

D : Tag to change the active display number.
G : Tag to change the active group number.
. Used like a comma to delimit humbers.

- : Used to specify a range of points.

Examples:

@ Spaces included in the bolded code below are for readability purposes only.

_OR D1.3-5 is logically equivalent to (1.3 || 1.4 || 1.5)
_AND 1.3-5D2.6 _OR D3.7 islogically equivalent to (1.3 && 1.4&& 1.5&& 2.6) || 3.7)

_OR D01.03-05 D02.06 _AN D02.07 D03.10.-12 is logically equivalent to ((1.3]| 1.4 ]| 1.5]| 2.68&& (2.7 && 3.10

&& 3.12))

_AN D1.3-5D2.6_OR.7D3.10.12 is logically equivalent to ((1.3&& 1.4&& 1.5&& 26) | 27]3.10| 3.12)

o will not parse
_AN D1-2 : Control will parse
_OR G1 will latch if any alarmin group 1 is active
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6.11 Analogs (If Available)

The unit can have up to 2 analog channels. The 1st channel is pre-configured for power monitoring. The 2nd
channel is a user-definable analog that supports 0-5V or 5-20mA. Both of these channels support the entire range of
power inputs that the units can support. Each channel must be individually configured to monitor data.

Note: Only analogs supported by the units hardware will appear in the unit web browser interface.

User Analogs

Id Enab Description Display Map 1. 2 (2 (4 % & 3 8
2 | ¥ Room Temperature Details<< [¥]
Record Freq: Amin
Scaling: Thresholds:
Deadband: i1 - '
Actual to Display (R -19.00
On Set: Alarm .
Units: |VDC to mA mMno:  -35.00
On Clear: Clear
Low ref: |-35 to -35 MnQ: 3500
Qual. Time: Dsec i i ;
High ref: 35 to 35 M0 7900
Qual. Type: OnSet |E|

Analog Gauge Type:

p - - -~
None Fi4 3 mali ) ;, 1
@
| Save |
The Provisioning > Analogs menu
Basic Analog Configuration
1D Analog ID number.

Enab Check this box to enable the analog.

Description User-definable description for the analog channel.

Check which naotification device(s), 1 through 8, you want to send alarm notifications
for that alarm point.

Advanced Analog Configuration (Details>>)
The amount of time, in minutes (min) or seconds (s), between each log of each
analog value to history.

Notification Devices

Record Freq

Deadband The amount (in wlts) that the channel needs to go above or below a threshold in order
to cause an alarm.
On Set User-definable description (condition) that will appear for the temperature alarm on
Set. Example: "Alarm".
On Clear User-definable description (condition) that will appear for the temperature alarm Clear.

Example: "Alarm Cleared".
Qual Time (Qualification| The length of time that must pass, without interruption, in order for the condition to be

Time) considered an Alarm or a Clear.
Qual. Type (Qualification| Allows you to choose whether you want to apply the Qualification Time to the alarm
Type) Set, Clear, or Both.

Units User-definable display units or optional choice between Fahrenheit and Celsius
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temperatures. The most common are:
VDC = Voltage
%H = Humidity
F = Fahrenheit
C = Celsius

Low Ref

User-definable lower reference/scaling level. This scales the information collected by
the sensor (in mA or VDC) to a meaningful unit for the user. For example, for a
temperature sensor, the lower input collected by the sensor may be 4mA (for a 4-
20mA sensor), which would correspond to a specific temperature you define in this
field.

High Ref

User-definable upper reference/scaling level. This scales the information collected by
the sensor (in mA or VDC) to a meaningful unit for the user. For example, for a
temperature sensor, the upper input collected by the sensor may be 20mA (for a 4-
20mA sensor), which would correspond to a specific temperature you define in this
field.

Thresholds

These settings are set to indicate the severity of the alarm depending on which
threshold values have been passed. Enter values for Major Under (MjU), Minor Under
(MnU), Minor Ower (MnQ), and Major Over (M[O).

Analog Gauge Type

Select the color-coded gauge that best represents your data. Selecting None will
disable the analog gauge and only a numerical representation of the value will be
displaved under Monitor > Analogs.




38

6.12 Sensors

The unit supports up to 16 daisy-chained D-Wire sensors Via its D-Wire input. Sensors connected to the unit will
appear on the unit's web interface. The background color of the ROM field informs the user of the sensor's
configuration state.

Also, the unit's first D-Wire sensor is used to monitor the internal temperature. The internal temperature sensor
measures a range of -40° F to 180° F (-40° C to 82.2° C) within an accuracy of about + 2°.

Basic configuration for the unit's D-Wire temperature sensors can be accomplished from the Provisioning >
Sensors menu. From this screen, you can configure D-Wire sensors, select notification devices, and set thresholds.

Sensors | - detected and configured - detected and NOT configured I - NOT detected and configured
I - sensor type NOT supported )

Id ROM ID Description 1 2 3 4 5 6 7 8
1 iZﬂQ&QQDdHII}DDab Humidity Details<< & | =] E & E
Record Freq: 5min
Thresholds:
Deadband: 1 ;
Sensor Type: Mju: 32
On Set: Alarm :
! Temperature MnU: 42
On Clear: Clear @ Humidity
MnO: 110
Qual. Time: Osec _
MO 158
Qual. Type: OnSet -

Analog Gauge Type:

4 o 'y

@) & o ;
2 IQBBDE:C??II]{KHI}B Témperature Details>> [FT BT e I ()
3 IQ&D‘B:&SE}{}m% Internal Temperature Details>> [FT BT I I ()
4 IQBS%BTE{)Q{H}DDED Eﬁemal-Temperamre Details>> [FT W= I I )
5 [224bP22400000043  Air Temperature Petpils=> ([ [ [ /FL [
6 [3db1720150070068  Humidity 2 Petails>> [ [ [ F [

The Provisioning > Sensors menu
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Basic Sensor Configuration

Sensor ID number.

ROM ID

The ID number found on the sticker of the temperature sensor node. Your unit will
automatically detect the sensor ID when you plug a sensor into the unit. The color of
the sensor ID field will tell you the status of the connected sensor.

Green - The sensor is connected and properly configured.

Yellow - The sensor is connected but has not yet been configured (fill in your
configuration fields and click Save to configure the sensor).

Red - The sensor is not detected and configured (i.e. a previous configured sensor is
no longer connected).

Blue - The sensor is not supported by the unit.

To reconfigure or disable the Sensor ID, simply delete any data in this field and click
Save.

The unit will refresh the sensor ID on that channel.

Description

User-definable description for the sensor channel.

Notification Devices

Check which notification device(s), 1 through 8, you want to send alarm notifications
for that alarm point.

Advanced Sensor Configuration (Details>>)

Record Freq

The amount of time, in minutes (min) or seconds (s), between each recorded sensor
value.

The amount (in native units) that the channel needs to go above or below a threshold

Deadband .
in order to cause an alarm.
User-definable description (condition) that will appear for the temperature alarm on
On Set " "
Set. Example: "Alarm".
On Clear User-definable description (condition) that will appear for the temperature alarm Clear.

Example: "Alarm Cleared".

Qual Time (Qualification

The length of time that must pass, without interruption, in order for the condition to be

Time) considered an Alarm or a Clear.
Qual. Type (Qualification| Allows you to choose whether you want to apply the Qualification Time to the alarm
Type) Set, Clear, or Both.
These settings are set to indicate the severity of the alarm depending on which
Thresholds threshold values have been passed. Enter values for Major Under (MjU), Minor Under

(MnU), Minor Over (MnQ), and Major Ower (MjO).

Analog Gauge Type

Select the color-coded gauge that best represents your data. Selecting None will
disable the analog gauge and only a numerical representation of the value will be
displayed under Monitor > Sensors.

Note: Before plugging in any additional D-Wire Sensors, set up the internal sensor.
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6.13 Ping Targets

The Provisioning > Ping Targets menu allows you to configure the Description, IP Address, and Notification
Devices for each of your 32 ping targets.

Ping Targets

Id Enab Description Display Map Server (IP or Hostname) 1 2 3 4 5 6 7 8
30 1] Cisco Router 1261022183 =]
2| ] Ethernet Switch 1 126.102.218.24 |
3 []  EthemetSwitch2 12610221812 ]
4 [  EthemetSwitch2 126.102.218.14 ]
5 [  Router2 126.102.218.67 ]
6 [ Media Converter 12610221829 =]
7 |l Microwave Transmitter 126.102.218.90 ]
8 |7l Cisco 15454 126.102.218 43 I
9 [ Calix 126102218 31 [
10 [|  Modem 126.102.218.7
11 []  PBX 126.102.218.15
12 [] Proxy Server 126102218 39 =
The Provisioning > Ping Targets menu
Provisioning Ping Targets
ID ID number for the ping target.
Enab Check this box to enable the ping target.
Description User-definable description for the ping target.
Server (IP or IP address or hostname of the device you would like to ping.
Hostname)

Check which notification device(s), 1 through 8, you want to send alarm

Notification Devices L .
notifications for ping target.
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6.14 Variable Bindings

Note: Variable bindings are used when setting up SNMP alarms.

Variable Bindings

Id

1

10

11

The Provisioning > Variable Bindings menu

Provisioning Variable Bindings

Identification number for the variable binding.

OID

OID of the variable binding. Note: Using a * in this field is like a "wild card" - any
value is accepted.
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6.15 SNMP Alarms

SHNMP Alarms

Id Description Display Map 1 @ 3 4 5 6 7 8
1 Alarm 1 Details<<
Enterprise/OID Genernc Specific Variable Binding Value

Set: 0 warmStart(1} |E| 0 Maone |ﬂ

Clear: |0 authenticationFailurei4) |Z| 0 Mane B
2 Alarm 2 Details>>
3 Alarm 3 Details>>
4 Alarm 4 Details>>

The Provisioning > SNMP Alarms menu

SNMP Alarms Settings

1D

SNMP Alarm ID number.

Description

User-definable description for the SNMP alarm.

Notification Devices

Check which naotification device(s), 1 through 8, will send alarm notifications in
response to this SNMP alarm.

Advanced SNMP_Alarms Settings (Details>>)

Enterprise/OID

Enterprise OID for SNMPVL or Trap OID for SNMPw2c.

Generic

Generic Trap number for SNMP v1 only.

Specific

Specific Trap number for SNMPv1 only.

Variable Binding

If defined, additional OID (from equipment connected to control relay) to uniquely identify the
SNMP trap.

Value

Value of the variable binding. Must be integer or string (when searching for a specific string,
the string must be contained within the received trap variable binding value). Note: Using a
* in this field is like a "wild card" - any value is accepted.
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6.16 System Alarms

See "Display Mapping" in the Reference Section for a complete description of system alarms.
System Alarms

Pnt Description Display Map Silence 1 2 3 4 5 6 7 8

33 Default configuration

34 DCP poller inactive = e e s e ]
39 SNMP community error [ &l
41 Notification 1 failed I ]
42 Notification 2 failed [ [
43 Notification 3 failed I
44 Notification 4 failed =

The Provisioning > System Alarms menu

Editing System Alarms

Pnt (Point) The system alarm point number
Description Non-editable description for this System (housekeeping) Alarm.
Silence Check this box to choose to silence this alarm.

Check which naotification device(s), 1 through 8, you want to send alarm

Notification Devices notifications for that alarm point.

6.16.1 SMS Alarm (CellVoice 4 Only)

All incoming SM S messages to the device will be parsed. If the phone number of the SM'S message matches one
of the phone numbers in the "Phone List" menu, then (1) the content of the incoming message will be preserved
and (2) the "SMS Alarm" System Alarm will be SET and (once all of the numbers on the "Phone List" have been
forwarded the message) CLEARED. Once the device has forwarded the message to the numbers on the "Phone
List" and the "SMS Alarm" has cleared, the device will read the next incoming SMS message and repeat the
process.

Messages being sent to the device should be limited to 111 characters. Messages longer than 111 characters will
be truncated to fit this limitation. When a message has been truncated, three dots ("...") will appear at the end of

the message.

Note: Make sure that the "Send SMS' or "V oice/SMS' natification that is associated with the "SMS Alarm" is set
to "Notify on Alarms only".
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6.17 Timers

The Timers are user-definable, and allow you to choose the intervals between Web Refresh, Timed Tick, DCP

Poller Timeout, Ping Cycle, and SNMP Timeout. Enter the amount of time, in seconds (sec) or minutes (m), in
the value field and click Save.

Timers

Web Refresh (1s-60s): e
How often web browser is refreshed when in monitor mode, L

Timed Tick (05-60m, 0=off):

This is a 'heartbeat’ function that can be used by masters who don't perform integrity

;Usec
checks.

DCP Poller Timeout (1m-30m, 0=0off):

DCP polls must be received within this time interval or the DCP poller inactive alarm will

Amin
set, '

Ping Cycle (30s-30m, 0=off): Ly
Time interval between each ping cycle. !
SNMP Timeout (1m-30m, 0=off): )

SNMP Get Requests must be received within this time interval. {Only used for Backup Bmin
Mode) :
WebTimeout (1m-30m): 150sec
Maximum idle time allowed before the web interface will automatically logout.

The Provisioning > Timers menu

6.18 Date and Time

Date and Time

Date Month Oct ~ Day & ~ Year 2012
Time Hour 12 ~ Minute 25 ~ PM =~

Automatic Time Adjustment (NTP)

[ Enable NTP

NTP Server Address or Host
Name

Time Zone GMT-08:00 Pacific Time

Adjust Clock for Daylight Saving Time (DST)

[ |Enable DST
et h Month Weekday Hour

o ay Mar - Second Sunday - 2 « AM -
Ead I Month Weekday Hour
S MNov - First Sunday - 2 » AM ~

Save
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The Provisioning > Date and Time menu

Unit Time
Date Set today's date.
Time Set the current time.
Automatic Time Adjustment (NTP)
Enable NTP Check this box to enable Network Time Protocol.

NTP Server Address or Host Name

Enter the NTP sener's IP address or host name, then click Sync.

host name instead of IP address.

Example: us.pool.ntp.org. Note: Make sure to configure DNS before using

Time Zone Select your time zone from the drop-down menu.
Adjust Clock for Daylight Savings Time (DST)
Enable DST Check this box to have the unit obsene Daylight Savings.
Start Day Select the month, weekday, and time when Daylight Savings will begin.
End Day Select the month, weekday, and time when Daylight Savings will end.

7/ Monitoring viathe Web Browser

7.1

This selection provides the status of the base alarms by indicating if an alarm has been triggered. Under the State
column, the status will appear in red if an alarm has been activated. The status will be displayed in green when the

Alarms (If Available)

alarm condition is not present.

7.2

Alarms

Id Description Display Map State
1 Front Door Clear
2 Tower Lights Clear
3 Commercial Power Clear
4 Router 1 Clear

Click on Alarms in the Monitor menu to see if any base alarms have been triggered.

Controls (If Available)

Use the following rules to operate the unit's control:

1. Select Controls from the Monitor menu.

2. Under the State field, you can see the current condition of the control.

3. Toissue the control, click on a command (OPR - operate, RLS - release, or MOM - momentary)

Controls
Id Description Display Map State Command
1 Switch 1 Released [oPr| [RLS | [ MOM |

View and operate control relays from the Monitor > Controls menu

Control Relay Operation

1D | ID number for the control relay.
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Description Description for the unit's control relay defined in the Provisioning > Controls menu.
State Status of the control relay. Can either be Released or Latched.
OPR - Latch the relay.
Command RLS - Release the relay.

MOM - Momentarily latch the relay, then automatically release the relay. The
duration of the latch is defined in the Provisioning > Controls menu.

Note: The Commands will not appear if the control is derived.
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7.3 Analogs (If Available)

The Monitor > Analogs screen provides a description of each analog channel, the current reading, the units being
read, and alarm conditions (major under, minor under, major over, minor over) according to your temperature
settings. If configured under Provisioning > Analogs, your analog values will be displayed as a graphical gauge.
Selecting Table View will display a non-graphical interface of your values.

User Analogs (Gauge View)

Id Description Display Map Thresholds Reading
2 Room Temperature Mone 0.00 mA

Click on Analogs in the Monitor menu to view the current channel readings.
7.4  Sensors (If Available)

This selection provides the status of the system's analog channels by indicating if an alarm has been triggered. The
Monitor > Sensors screen provides a description of each analog channel, the current reading, the units being read,
and alarm conditions (major under, minor under, major over, minor over) according to your temperature settings. If
configured under Provisioning > Sensors, your analog values will be displayed as a graphical gauge. Selecting
Table View will display a non-graphical interface of your values.

Sensors (Table View)

-]

Analog Value ME
78.34 oo (B

=
)

Air Temperature ml: Temperature

Bl |

332 110 158 MEH 332 _ 110 158

Internal Temperature ml: External Temperature

The Monitor > Sensors menu

EEENNNEREGE
i
]

E
ﬂ
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7.5 Ping Targets

Ping Targets can be viewed by going to Monitor > Ping Targets. Here you can view the state (either Clear or
Alarm) for each of your configured Ping Targets. Up to 32 ping targets may be configured.

Ping Targets

Id Description Display Map State
1  Cisco Router :.-Culliléar
2 Ethernet Switch 1 [Clear
3  Ethernet Switch 2 :--(vl.}.éar
4  Ethemet Switch 2 [Clear
5  Router 2 [Clear
6  Media Converter [Clear
7  Microwave Transmitter :--é.f.éar
8  Cisco 15454 [Clear
9 Calix :.-(vllfléar
10 Modem :.-{vllfléar
11 PBX [Clear
12 Proxy Server [Clear

View the status of Ping Targets from the Monitor > Ping Targets menu.

7.6 SNMP Alarms

This selection provides the status of the SNMP alarms by indicating if an alarm has been triggered. Under the State
column, the status will appear in red if an alarm has been activated. The status will be displayed in green when the
alarm condition is not present.



SNMP Alarms

Id Description Display Map State
1 Clear
2 Clear
3 Clear
4 Clear
5 Clear
6 Clear
7 Clear
8 Clear
9 Clear
10 Clear
11 Clear
12 Clear

The Monitor > SNMP Alarms menu
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7.7  System Alarms

System alarms are not-editable, housekeeping alarms that are programmed into the unit. The Monitor > System
Alarms screen provides the status of the system alarms by indicating if an alarm has been triggered. Under the
State column, the status will appear in red if an alarm has been activated. The status will be displayed in green
when the alarm condition is not present.

See "Display Mapping" in the Reference Section for a complete description of system alarms.

System Alarms

Pnt Description Display Map State
33 Default configuration E‘Clear
34 DCP poller inactive E‘Elear
39 SNMP community error E‘Clear
41 Notification 1 failed E‘Elear
42 Notification 2 failed _
43 Notification 3 failed E‘Elear .
44 Notification 4 failed E‘Clear

View the status of System Alarms from the Monitor > System Alarms menu.



7.8 Alarm Log

Alarm Log

Evt Date Time State PRef Description
i k iy 2 44 Alarm 1.52 TUnit reset
2 14:] 44 Clear 1.52 TUnic reset
3 % B 1 ia Alarm i.56 Bad =ignal
4 i4: 43 Clear i.56 Bad signal
5 14 4 Rlarm i.586 Bad signal
& 14 2 Clear 1.5 Bad =signal
T 14: 3 Alarm i.56 Bad =signal
g 14:131:48 Clear i.586 Bad signal

b

| Pause Updates | | Clear Log |

The Monitor > Alarm Log menu

Alarm Log Operation

Temporarily prevents the table from updating, however events will continue to be
Pause Updates internally logged. Note: Once you hit "Resume Updates," all internally logged events
will appear.

Clear Log Remowes all visible events from the Alarm Log.
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8 Device Access Descriptions

The Device Access options, listed in pink on the left side of the web interface, provide options for generating reports,
updating the unit's firmware, and rebooting the unit. Click any of the options under Device Access to perform the
desired action.

The control menu is located in the bottom left of the web interface

Device Access Option Description
Backup Config Backs up the units configuration settings

Read Reads a configuration file from the unit
Write Commits all changes made in the web interface to the unit's non-wolatile memory

Initialize Sets the unit's configuration to factory default values

Get Log Opens the unit's event log in Notepad (or another plain text editor).

Purge Log Deletes the unit's event log history.
Reboot Reboots the unit.
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9 Reference Section

9.1 Mounting Instructions

Tools Needed:

—

Phillips No. 2 Screwdriver

Wire Strippers

Small Standard
No. 2 Screwdriver

PC with terminal emulator,
such as HyperTerminal

The compact unit occupies only half the width of a standard rack unit. 19" rack ears are supplied with
the unit. The unit mounts in a 19" or 23" rack, and can be mounted on the right or left, or rear mount

locations, as shown below.

Use the included wall mount bracket to mount the CellVoice vertically on the wall

Wall-Mounting Instructions

The rack ears can be rotated 90° for wall mounting or 180° for other mounting options (not shown).
1. Depending on your order options, you will can attach wall-mount flanges to both sides of the unit in

one of two ways:

a. Place the flange over the protruding screws and fasten it to the 3/8" hex nuts provided.

b. OR Fasten the flange to the unit with two of the 6/32 screws provided. (NOTE: Screws longer than
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those provided may contact the internal components of the unit, adversely affecting its normal

operation.)
2. Atfter flanges have been attached to the unit, mount the unit in the desired location with two screws

through each flange.

The CellVoice 4 also mounts on your 19" or 23" equipment racks

Rack-Mounting Instructions

The unit mounts onto one side of a 19" or 23" rack using the provided rack ear for either size. The ear
can be rotated 180 degrees during installation to adjust the position of the unit relative to the rack. Attach
the appropriate ear to the rack in the desired location.
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9.2 Firmware Upgrade

To access the Firmware Load screen, click on the Provisioning > System menu. At the bottom of this screen,
click the Restore Configuration link located in the System Controls section.

DPS Telecom CellVoice 4

Welcome!
Controls
Analogs Product Name: CellVoice 4 v1.08.0025
Build Date: Mar 5 2013 10:52:43
Ping Targets Stack Version: v5.31

System Alarms

Pruuisionini

User Profiles

To upload firmware, click on Upload on the top right corner of the web interface

At the Firmware Load screen, simply browse for the firmware update you've downloaded from www.dpstele.com
and click Load.

@nﬂ& Telecorm

Upload {config firmware,web, or bundle)

| Browse. | Upload |

Browse for downloaded firmware upgrade

Network Monitoring Solutions LDgDUt (admin)
Monitor


http://www.dpstele.com
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9.3

Front and Back Panel LED

LED Status Description
Rela Green When relay is operated (latched)
Y Off When relay is in released state
Flashing Green |Application is running
Status - - -
Flashing Red Boot Loader is running
Alarms Flashing Red New alarm
(1-4) Solid Red Standing alarm acknowledged
_ Flashing Green |Good signal
Voice/Data - .
Flashing Red Bad signal
Wireless Flashing Green [Transmitting to the modem
(Modem) Flashing Red  |Receiving from the modem
Solid Green Power supply OK
Power
Off No woltage or power leads reversed

*|If DCP is disabled, the Alarm LED will go Solid Red without ack nowedgment.

Front Panel LED Descriptions
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LED Status Description
Solid Green Power supply OK
PWR A/B
Off No woltage or power leads reversed
LNK Solid Green LAN Connected
LAN Flashing Green |Transmit and receive activity over Ethernet port
FA Solid Red Blown Fuse
100BT Solid Green  |LAN connection speed is 100BaseT
off LAN connection speed is 10BaseT
i Flashing Green |Transmitting data over craft port
Flashing Red |[Receiving data over craft port
Flashing Green |Transmitting
Sensor - —
Flashing Red |Receiving

Back Panel LED Descriptions
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9.4 Connecting to the unit via the Craft Port (using TTY Interface)

Another way to access the unit is over a physical cable connection between your PC's USB port
and the unit's USB craft port. Note: You must be connected \ia craft port or Telnet to use the
TTY interface. Make sure you are using a standard A-B USB cable (this same cable is
commonly used for USB printers) to make a USB craft port connection. We'll be using
HyperTerminal to connect to the unit in the following example - however, most terminal-emulating
programs are also compatible.

USB Craft Port
Cable

PC with terminal emulator,
such as HyperTerminal

Note: The following images display the setup process done in Windows XP.

The following steps will occur the first time any DPS USB equipment is used on this PC. If you've
used a different DPS USB device before and hawve installed the DPS USB drivers, then skip to Step
9.

When you first connect the unit to your PC via USB, a "Found New Hardware" message will appear:

jr,J Found Hew Hardware ES_:-
CDC RS-232 Emulation '

Ji?' F @ . EODPM

1. Click the "Found New Hardware" message/icon to launch the "Found New Hardware Wizard".
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| Found New Hardware Wizard

Thiz wizard helpz vou install zoftware for:

DPS RTU

k ':l If your hardware came with an inzstallation CD
“5&2 or Hoppy disk, insert it now.

Wwhat do you want the wizard to da’?

7 Ingtall the software automatically [Fecommended)

& |nstall from a list o specific location [Advanced)

Click. Mext to continue.

< Back Tent = Cancel
h;

2. Select "Install from a list or specific location (Advanced)"
3. Click "Next >"

[ Found New Hardware Wizard

Please choose your search and installation oplions.

1+ Search for the best driver in these locations.

|Jse the check boxes below to limit or expand the default search, which includes local
pathe and removable media, The best:driver found will be installed.

[T Search remavable media (floppy, CO-ROM... ]

IV Include this location in the search:

1C:\F’mglam FileghCommon FileshLogizhrdsLogiDiriverS Lj Browse
T Don't zearch. | will choose the driver to'install.

Choose this option to select the device diver from a list. Swindows does not guarantee that
the driver you chooze will be the best match for your hardware.

< Back | IHext | Cancel

4. Select "Search for the best driver in these locations."
5. Insert CellVoice Resource Disc (CD) into your PC.
6. Click "Browse"
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Select the Folder that contains drivers for your hardware,

(B Desktop =
®H _I My Documents
= 4 My Computer
[# 5 ferickson on ‘Serverl3Woll\Home' [B:]
[ % Local Disk [C:)
=1 12 NGAB0G3 (0:]
() Adobe Aciobat Reader 7
L=}
B 12) Firnwa-w1.04, 0686
1) MIB Files
[ %= Removable Disk (E:]
[ % Removable Disk (F:]
[ = Removable Disk [G:]
i ¥ “@ Removable Disk (H:)
R RN
# 5% MKTG Server (5]
= 5 MKTG Server (T3
# % Public on 'Serverd3\Sys' [2:)
# () Shared Documents
[ IZ) Andrew Ericksan's Dacuments
= ‘3 Iy Netwark Places
12 480 G3 Web
# 10 advanced Class
# ) Auchive

) bes detai
1E b _'.]

Ta view any subfolders, click & plus sign above.

7. Select the "Driver" folder of your unit Resource Disc Disc (CD) and click "OK"

The following message will confirm installation of a new "USB Communications Port"

| Found Mew Hardware Wizard -

Completing the Found New
‘h\ Hardware Wizard
3

The wizard has finizhed installing the software for:

S5 USBE Communications Port

_L

-

Click Finigh to cloge the wizard.

Bt | Firish | ariel

8. Click "Finish" to close the Wizard.

Now that the driver has been installed, a new COM port is being emulated on your PC. Before using
hyperterminal, you must confirm the identity of that new COM port (COM1, COM2, COM3...) in the
Windows Device Manager.



Open
Explare

Search...

Map Metwark Drive. .
Disconnect Network Drive. ..

Create Shortcut
Delete
Rename:

Properties

9. Right-click the "My Computer" icon on your desktop, then click "Manage"

-Ig- File  Action Wiew Window  Help |
e |B@ @

@ Computer Management [Local] Eg ASE_SILEWNT

Eﬁ System Toolz H- lj Computer

‘E Evert Viewer H-age Digk drives
Shared Folders ]§ Display adapters

E Local Uzers and Groups ]‘é DWDACD-ROM drives
Performance Logs and dlerts H-{d8 Human Interface Devices

E
E
E
[
[
[#-i=) IDE ATASATAP controllers
[+ IEEE 1394 Bus host contrallers
(=28 Imaging devices
Disk Defragmenter [+ Keyboards
Digk Management F- ") Mice and other pointing devices
[
[
£
E
E
E
[
[
£

E}-% Services and Applications - Maonitors

o B8 Metwork adapters

- Ports [COM & LPT)

/-8 Processors

J--gé- SCSI and RAID controllers

+- ), Sound, video and game controllers
H--2a# Storage volumes

H- b Spstem devices
b Universal Serial Buzs controllers

10.Click "Device Manager" in the left pane.
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£, Device Manager =l
File  Action  Wiew Help:

o | EEFS 2E A cRa
--LModems ;I

§ Manitars

1) Mulki-port: serial adapters

B8 MNetwork adapters

- Ports (COM & LPT)

i é}f Cormmunications Port (COM1)
Communications Port (COM2)
----- . Printer Port (LPT1)

----- ;} Quatech PCI Serial Port (COM107)
----- é}f Quakech PCI Serial Port (COM3)
----- é}‘ Quatech PCI Serial Port (COM4)
----- ‘;y‘ Quatech PCI Serial Port (COMS)
----- ;} Quakech PCI Serial Port (COME)
----- é}f Quakech PCI Serial Port (COM7T)
----- é&“ Quatech PCI Serial Port (COME)Y
Quatech PCI Serial Port {COM3)

----- (;r“ L armmunicats

(-5 Processors

-, sound, video and game controllers
[

[

b 0 System devices
- Universal Serial Bus controllers

L1l

11.Expand the "Ports (COM & LPT)" section in the right pane. Look for "USB Communications Port
(COMx)". Note the number of the COM port ("COM3" in the example abowe).

Now that you know which COM port to use, it's time to launch HyperTerminal (or other terminal
software):

12.Click on the Start menu > select Programs > Accessories > Communications >
HyperTerminal.

o I Accessibilicy 3

l@ rﬂ Carmrunications % Hyper Terminal _

l@ Startup ¥ || ) Entertainment Hi| & Network Connection

ﬁ Internet Explorer . Address Book, Q Metwaork Setup Wizard

Wt MsN 2] Calculakar Lg Mew Connection \Wizard

L‘;‘] Cutlook Express Bl Command Prompt < Wireless Network Setup Wizard

13. At the Connection Description screen, enter a name for this connection. You may also select an
icon. The name and icon do nat affect your ability to connect to the unit.



Connection Description

% Mew Connection

Enter a hame and choose an icon for the connection;

[ oK ][ Cancel ]

14. At the Connect To screen, use the drop-down menu to select the COM port you found earlier in
the Device Manager.

COM4@115200 Properties i ﬂﬂ

Connect To | Settings I

 comienezm

Cauntrp/region: II_Inirad States (1) j
Enter the area code without the long-distance prefis.

Area code; Ab3

Phone number: I

Comrect using: |COM13 j

M T 283420 Voice Modem
Standard 1200 bps Modem
Standard 1200 bps Modem #2
¥ Use eounty Egmi

[T | Redisl oritu| COMS

COME
COM7
COmMSE
COoMS
COM10 ancel |
COr1

COkM2

TCPAR [winsock)

15. Select the following COM port options:
* Bits per second: 9600
* Data bits: 8
* Parity: None
* Stop bits: 1
* Flow control: None
Once connected, you will see a blank, white HyperTerminal screen. Press Enter to activate the
configuration menu.
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16. When prompted, enter the default user name admin and password dpstelecom. NOTE: If you
don't receive a prompt for your user name and password, check the Com port you are using on your
PC and make sure you are using the cable provided. Additional cables can be ordered from DPS

Telecom.

17. The unit's main menu will appear. Type C for C)onfig, then E for E)thernet. Configure the unit's

Part Settings |

Bits per second: |EIN)
D ata bits: m
Parity: [ﬁm

Stop bits; "ﬁ

Flaw contral: INone—_‘_]

Restore Defatlts
Ok l Cancel l Appld I

F

B Telnet 10.0.4.4

—ENHT to login
—ESC to disconnect

Logged in successfully.

IP address, subnet mask, and default gateway.

18. ESC to the main menu. When asked if you'd like to save your changes, type Y for Y)es. Reboot

[ Telnet 10.0.4.4

—ENT to login
—ESC to disconnect

ogin: admin
[Password:
fLogged in successfully.

ellloice 4 vl.AB.BA25
DPS Telecom. Inc.

Yonfig Pling ter(M)inal Ddebug edXdit 7

the unit to save its new configuration.
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re{Bloot

B Telnet 10.0.44 =

: Yes

: Dizabled

¢ Enabled

: Allowed but not configured

:10.9.4.4 ¢18.8.4.4>
.8

0.0.0.254 (18.@.8.254)>
116.81.00.69.70 (90_10.81.08.69.700

S)ubnet Glateway DXHCP HC(IXTP RMADIUS Hlost <(ESC) ? {—

[E>thernet DXCP S)tats w{(0>1lume n{Ulram

CESC> 7

you want to save changes {y/H> :

Now you're ready to do the rest of your configuration via LAN. Plug the unit into your LAN and see the "Logging On

to the unit" section to continue databasing using the Web Browser.
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94.1 TTY Interface

The TTY interface is the unit's built-in interface for basic configuration. From the TTY interface, you can:

o Edit the IPA, subnet, and gateway e Set DCP info for T/Mon polling
e Set unit back to factory defaults ¢ Ping other devices on the network
¢ Disable RADIUS ¢ Debug and troubleshoot

e Communicate with Modem
For more advanced configuration tools, please use the Web Browser Interface.

For Telnet, connect to the IP address at port 2002 to access the configuration menus after initial LAN/WAN setup.
Telnet sessions are established at port 2002.

If you're using Windows 7, then you'll need to install telnet before you can use the TTY interface. To install telnet,
open up your command line (type "cmd" into the search bar in the Start Menu). Select cmd.exe to run the

command line.

From the command line, type in pkgmgr /iu:"TelnetServer" then press enter. When the command prompt
appears again, the installation is complete.

Menu Shortcut Keys
The letters before or enclosed in parentheses () are menu shortcut keys. Press the shortcut key to access that

option. Pressing the ESC key will always bring you back to the previous level. Entries are not case sensitive.

942 Set DCP Parameters

Pr(IlmaryPart re(Blost (ESC) 7 1
Baud 1200
Stop 24
low : Hone

RIS Head | 30 RIS Tail : 10

Hilpe Blaud Plarity §]top
Filow Hiead Tlail t{Ulne (ESCI 70

{+)0n {&)Hark (3)Space (- JOFF
(TiCoarsellpy (1)Finelp (2)Finelown (6)Coarsel Hown

Port Type : 202
Parity | no

H¥)pe Blaud Plarity Sliop
Filow Hlead Tlail t(Ulne [ESC) 7 <

Elthernet DICP S)lats n(Viraw
PrillmaryPort re{Blost (ESC) 7 D

DCP Unit 10 @ 1
Listen DCP © OVER SERTAL

UInitID Lbisten (ESC) 7

Setting DCP Parameters

1. Login to the TTY interface and press C)onfig > D)CP.

2. Set the DCP Address (Unit ID).
3. Set the DCP listening type (toggle through the options). Choose over LAN*, or disabled.

Note: If not using DCP to communicate with a DPS master, set the address to 0 and disable listening.



9.5  Setting up Backup Mode

This section will guide you through the process of setting up Backup Mode. Backup Mode is a system alarm feature
capable of alerting you in the instance that DCP, SNMP, or a Notification fails. Even in instances LAN failure,
Backup Mode works wirelessly with Voice and SMS notifications to make sure that you receive an alert (CellVoice 4
only)

To setup Backup Mode:
1. Set the conditions for Backup Mode in the Provisioning > Backup Mode menu. Backup Mode will remain
inactive until a checked condition fails. Once a checked condition fails, the Backup Mode alarm will be activated.

Backup Mode

DCP Fail

SNMP Fail =
Notification 1 )
Notification 2 V|

Notification 3 7]
Notification 4 [
Notification 5 ]
Notification 6
Notification 7

Notification 8 =

User Defined - Display: 1 Point: 1 Display Map =
Save |

Backup Mode is a System Alarm and its status can be viewed from the Monitor > System Alarms menu.
System Alarms

Pnt Description Display Map State
33 Default configuration Clear
34 DCP poller inactive Clear
39 SNMP community error Ciéar
41 Notification 1 failed Clear
42  Notification 2 failed —
43  Notification 3 failad _
44  Nofification 4 failed Ciéar
45 Notification & failed Clear
46 MNotification & failed Clear
47  Notification 7 failed Clear
48 MNotification 8 failed Ciéar
49 NTP failed Clear
50 Timed tick (Clear
51 Dynamic memory full Clear
52 Unitreset biéar
55 Modem failed —
56 Bad signal Clear

57 sackup Mods B
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9.5.1 How to Setup Voice Call or SMS Notifications in Backup Mode Only
(CellVoice 4 only)

You can choose to have the CellVoice send you an SMS or Voice notification in the instance that a
condition fails and Backup Mode becomes active. After choosing the conditions of Backup Mode, as
outlined in Section 10.5, proceed to the steps below.

To setup Voice Call or SMS Notifications in Backup Mode Only:

You can choose to have the CellVoice send you an SMS or Voice notification in the instance that a condition fails
and Backup Mode becomes active. In order to do this, you will need to create a Backup Mode notification. After
choosing the conditions of Backup Mode, as outlined in Section 10.5 "Setting up Backup Mode," proceed to the
steps below.

1. Navigate to Provisoning > Notifications.

2. Choose a notification and click "Edit." Backup Mode is configured to use wireless Voice and SMS notifications,
so select either Voice Call or Send SMS. Fill out the information and check the box next to Send notification
only if in Backup Mode. By checking this box, this notification will not be sent unless Backup Mode becomes
active.

3. Click Save and Next, and finish configuring the notification.

Notification 3 (SM5S)

Phone Number or Email Address 555-555-0555
Email Gateway MNone This is required for SMS-to-Email

Backup Mode V| send notification only if in Backup Mode.

| Back | | Save and Next |

Note: For more detailed information on configuring notifications, see sections 11.7.1 "Notification Settings,"” 10.3
"How to Send Voice Call Naotifications," or 10.4 "How to Send SMS Notifications."
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4. After setting up your Backup Mode natification, you will need to assign that notification to an alarm. Backup Mode
notifications are typically used to alert you in instances that LAN-based notifications fail to deliver. You can assign
your Backup Mode to an alarm by checking the notification number on the Provisioning > Alarms menu.

DPS Telecom CellVoice 16

Netwark Monitoring Solutions Upload | Logout (admin)

Monitor Notifications

alarms [ —
: :
Id Notify On Type Details
Er 1 Both SNMP  126.10.230.172:162
2 Both Email  126.10.230.172:162 I@dpstelz.net Edit ] [ Test
o ‘mail / email@dpstele.ne [ Edit] [ Test
w (2) somn SMS 5555555555
Disabled Email & Edit | | Test
% Rzl = i
m Disabled Email 2 | Edit| [Test
bl
Disabled Email g2 Edit | | Test
DPS Telecom CellVoice 16
Netwaork Monitoring Solutiond Upload | Logout (admin}
Monitor Alarms
Id Description Display Map Rev. 1 2 4 5 6 7 8
BN . v @) | [ g@
Provisionin,
User Profiles 5
ethernet | s s
Ravws | Qual. Type: Onset (]
2 [SERVERROOM | Advanceds> @ [ O 0
3 |\WEST SIDE DOOR Advanced>> [ [ [ O
EEE - e | advanceds> 1 1 71 T
[analogs | 5  MICROWAVE Advanced>> [ [ [ [

Note: The CellVoice cycles through alarm notifications in numerical order. This means that Backup Mode
notifications should be placed last, behind all other alarms to ensure that they are delivered after all other
notifications hawve failed.
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9.6 Setting Up SMS for RRM (Rapid Response Monitoring)

This section will guide you through the process of setting up SM S natification to send to the RRM (Rapid
Response Monitoring) service.

To setup SMS natification for RRM:

1. In the "Provisioning > System" menu:
a. Add the correct account number in the "Contact/A ccount” section.
1.This will add the correct Account to the SMS message.

System Settings
Global Settings

Name Cellvoice 4

Location .FIFE_S.”'_:'z CA

Contact/Account 55911541500

DTMF Pass Code ({Used when user first dials into the unit)

DTMF Record Pass Code 1234 {Used when user wants to record a description)
Rings Before Pickup 3:

2. Inthe "Provisioning > Alarms" menu:
a. Click on the "Advanced’ link for one of the alarms.
b. Using the "Severity" drop-down menu, select one of the choices (Critical = "Panic”, Major =
"NoiseDet", Minor = "Mation", Info = "AreaDet")
1.This will add the correct Code to the SMS message.

Alarms
Id Description Display Map Rev. 1 2 3 4 5 ®© 7 8
1 Advanced< <
on Set: Alarm
On Clear: Clear
Qual. Time: Osec
Qual, Type; :Cl_née_t v
Sewverty: ‘Mone v |
Critical |
2 Lady 7
L | Major [
9 Ed'u'! Minor
i & Info |
4 |Advanced >

i- Save |
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3. Inthe "Provisioning > Phone List" menu:
a. Add the description and phone number for the RRM service.
b. Select "SMS-Mon" in the "Msg Type" column and enable the phone number.

Phone List
| Save |
Slot Enab Msg Type Description Phone Number
1 4 [SMSMon v Tech | 694541600
[Yoice Call |
2 SMS ‘

4. In the "Provisioning > Natifications" menu:
a. Click "Edit" for one of the natifications.

MNotifications

sSummary

Id Motify On Type Details

1 Cisabled Email Server Mot Configured | Edit | Test-|

]
2 Disabled Ermail Server Mot Configured !ﬂ IE_-!
3 Disabled Ermail Server Mot Configured lﬂ IE_-!
%+ Disabled Email Server Mot Configured !ﬂ IE_-!
‘5 Disabled Email Server Mot Configured !ﬂ IE_-!
B Disabled Email Server Mot Configured !ﬂ IE_-!
7 Disabled Email Server Mot Configured !ﬂ IE_-!
2 Disabled Emaill Server Mot Configured !ﬂ IE_-!

b. Edit on of the noatifications as a "V oice /SMS" type natification.

MNotification 1

Status __Nutif_},?_ on both Alarms and Clears v
Send Email
'Send SNMP
Type i i
" VYoice /SMS
~ Send SMS

| Back || Save and Mext |

c.Select the phone number set-up in Step 1 as one of the Phone Numbers.
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Motification 1 {(Voice/SMS)

| Back || Save and Mext |

Id Phone Number to Call {Click "Phone List" to add phones) Delay
1 |559-454-1600 (Techt) SMS-Mon *] min
# EMPTY y :
CA =50 454- 1600 (Techl) SMS-Mon | I min
FPhone List slot 2 has no numberl | -
d Phone List slot'3 has no numberl | f1f”.'.”
" Phone List slot 4 has no number! i
Phone List slot 5 has no numbetrl I el
5 Fhone List slot B has no numbetl ——
: Phone List slot 7 has no numberl [ =
6 Phone List slot 8 has no numberl M i
FPhone List slot 9 has no numberl | —
7 Fhone List slot 10 has no numberl rmin
Phone List slot 11 has no number! | =
a8 Phone List slot 12 has no number! 1Tmin
Phone List slot 13 has no numberl —
£ Phone List slot 14 has no number! ‘Tmin
Phone List slot 15 has no numberl —
10 | Phane List slot 16 has no numberl Tmin
Phone List slat 17 has no numberl -
11 | Phone List slat 18 has no number! f1f”_'_”
| Phone List slot 19 has no numberl i .
12 '""'""""""""""""""""'""I'_'I'i'!'l‘"'_l'_r' ] 1 !’:I"I.Iln
13 EMPTY v min

5. Set this notification for the alarms of your choice.

9.7 Changing the Default Password

The password can be configured from the Provisioning > User Profiles screen. The minimum password length is
four characters; howewver, DPS recommends setting the minimum password length to at least five characters.

Use the following steps to change the logon password:
1. From the Edit menu select System.

2. Enter the new user name in the User field.
3. Enter the new password in the Password field.
4. Click the Save button.
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User Profile 1 (Administrator Profile)

Suspend this Profile

Username ladmin
Password |smannnaaan
Confirm Password faiin

Access Rights

Check all

Edit logon profiles

Write config (change unit configuration)

View monitor pages

Send relay commands

TTY access (access via Craft port or via Telnet)
Initialize config to factory defaults

Upload new firmware, description recordings, or config
Get audit log

Purge (delete) audit log

Get (backup) config

Get and delete analog history

Get and delete description recordings

Save

Go to profiles summary

Edit User Profile section of the Provisioning > User Profiles menu
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9.8 Analog Step Sizes

Analog Step Sizes:
Your Analogs are accurate to within +/- 1% of the analog range.

Analog Step Sizes and Accuracy

Input Voltage Range | Resolution (Step Size) Accuracy
05V .0015 VvV +/- .05V
5-14V .0038 V +/- .14V
14-30 V .0081 V +/- .30V
30-70 V .0182 v +/-.70V
70-90 V .0231V +/-.90V
Analog step sizes and accuracy
9.9 Display Mapping & System Alarms
Description Port Address Point
Discrete Alarms 99 1 14
Default Configuration 99 1 33
DCP Poller Inactive 99 1 34
SNMP _Community Error 99 1 39
Notification 1 Failed 99 1 41
Notification 2 Failed 99 1 42
Notification 3 Failed 99 1 43
Notification 4 Failed 99 1 44
Notification 5 Failed 99 1 45
. Notification 6 Failed 99 1 46
Display 1 Notification 7 Failed 99 1 47
Notification 8 Failed 99 1 48
NTP Failed 99 1 49
Timed Tick 99 1 50
Dynamic Memory Full 99 1 51
Unit Reset 99 1 52
Modem Failed 99 1 55
Bad signal 99 1 56
Backup Mode 99 1 57
SMS Alarm 99 1 58
" Controls 99 1 1
Display 2
'spiay Ping Targets 99 1 3364
Power A Minor Under 99 1 1
Power A Minor Over 99 1 2
Power A Major Under 99 1 3
Power A Major Over 99 1 4
Control 99 1 9-16
. Value 99 1 17-32
Displ
Isplay 3 User Analog Minor Under 99 1 33
User Analog Minor Over 99 1 34
User Analog Major Under 99 1 35
User Analog Major Over 99 1 36
Control 99 1 41-48
Value 99 1 49-64
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Display 4

Digital sensor 1 Minor Under 99 1 1
Digital sensor 1 Minor Over 99 1 2
Digital sensor 1 Major Under 99 1 3
Digital sensor 1 Major Over 99 1 4
Digital sensor 1 Sensor not detected 99 1 5
Control 99 1 9-16
Value 99 1 17-32
Digital sensor 2 Minor Under 99 1 33
Digital sensor 2 Minor Over 99 1 34
Digital sensor 2 Major Under 99 1 35
Digital sensor 2 Major Over 99 1 36
Digital sensor 2 Sensor not detected 99 1 37
Control 99 1 41-48
Value 99 1 49-64
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Display Description Port Address Point
Digital sensor 3 Minor Under 99 1 1
Digital sensor 3 Minor Over 99 1 2
Digital sensor 3 Major Under 99 1 3
Digital sensor 3 Major Over 99 1 4
Digital sensor 3 Sensor not detected 99 1 5
Control 99 1 9-16

Display 5 Vglye . 99 1 17-32
Digital sensor 4 Minor Under 99 1 33
Digital sensor 4 Minor Over 99 1 34
Digital sensor 4 Major Under 99 1 35
Digital sensor 4 Major Over 99 1 36
Digital sensor 4 Sensor not detected 99 1 37
Control 99 1 41-48
Value 99 1 49-64
Digital sensor 5 Minor Under 99 1 1
Digital sensor 5 Minor Over 99 1 2
Digital sensor 5 Major Under 99 1 3
Digital sensor 5 Major Over 99 1 4
Digital sensor 5 Sensor not detected 99 1 5
Control 99 1 9-16

Display 6 Vglye : 99 1 17-32
Digital sensor 6 Minor Under 99 1 33
Digital sensor 6 Minor Over 99 1 34
Digital sensor 6 Major Under 99 1 35
Digital sensor 6 Major Over 99 1 36
Digital sensor 6 Sensor not detected 99 1 37
Control 99 1 41-48
Value 99 1 49-64
Digital sensor 7 Minor Under 99 1 1
Digital sensor 7 Minor Owver 99 1 2
Digital sensor 7 Major Under 99 1 3
Digital sensor 7 Major Over 99 1 4
Digital sensor 7 Sensor not detected 99 1 5
Control 99 1 9-16

Display 7 Vglge . 99 1 17-32
Digital sensor 8 Minor Under 99 1 33
Digital sensor 8 Minor Over 99 1 34
Digital sensor 8 Major Under 99 1 35
Digital sensor 8 Major Over 99 1 36
Digital sensor 8 Sensor not detected 99 1 37
Control 99 1 41-48
Value 99 1 49-64

Display Mapping (continued..)
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Display Description Port Address Point
Digital sensor 9 Minor Under 99 1 1
Digital sensor 9 Minor Over 99 1 2
Digital sensor 9 Major Under 99 1 3
Digital sensor 9 Major Over 99 1 4
Digital sensor 9 Sensor not detected 99 1 5
Control 99 1 9-16
Display 8 Vglge : 99 1 17-32
Digital sensor 10 Minor Under 99 1 33
Digital sensor 10 Minor Over 99 1 34
Digital sensor 10 Major Under 99 1 35
Digital sensor 10 Major Over 99 1 36
Digital sensor 10 Sensor not detected 99 1 37
Control 99 1 41-48
Value 99 1 49-64
Digital sensor 11 Minor Under 99 1 1
Digital sensor 11 Minor Over 99 1 2
Digital sensor 11 Major Under 99 1 3
Digital sensor 11 Major Over 99 1 4
Digital sensor 11 Sensor not detected 99 1 5
Control 99 1 9-16
Display 9 Vglge : 99 1 17-32
Digital sensor 12 Minor Under 99 1 33
Digital sensor 12 Minor Over 99 1 34
Digital sensor 12 Major Under 99 1 35
Digital sensor 12 Major Over 99 1 36
Digital sensor 12 Sensor not detected 99 1 37
Control 99 1 41-48
Value 99 1 49-64
Digital sensor 13 Minor Under 99 1 1
Digital sensor 13 Minor Over 99 1 2
Digital sensor 13 Major Under 99 1 3
Digital sensor 13 Major Over 99 1 4
Digital sensor 13 Sensor not detected 99 1 5
Control 99 1 9-16
, Value 99 1 17-32
Display 10 Digital sensor 14 Minor Under 99 1 33
Digital sensor 14 Minor Over 99 1 34
Digital sensor 14 Major Under 99 1 35
Digital sensor 14 Major Over 99 1 36
Digital sensor 14 Sensor not detected 99 1 37
Control 99 1 41-48
Value 99 1 49-64

Display Mapping (continued..)
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Display Description Port Address Point
Digital sensor 15 Minor Under 99 1 1
Digital sensor 15 Minor Over 99 1 2
Digital sensor 1 Major Under 99 1 3
Digital sensor 15 Major Over 99 1 4
Digital sensor 15 Sensor not detected 99 1 5
Control 99 1 9-16
. Value 99 1 17-32
Display 11 Digital sensor 16 Minor Under 99 1 33
Digital sensor 16 Minor Over 99 1 34
Digital sensor 16 Major Under 99 1 35
Digital sensor 16 Major Over 99 1 36
Digital sensor 16 Sensor not detected 99 1 37
Control 99 1 41-48
Value 99 1 49-64
Display 12 SNMP Alarms 99 1 1-32
Undefined 99 1 33-64

Display Mapping (continued..)
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Display [Points | Alarm Point Description Solution
The internal NVRAM may be damaged. |Login to the unit's web browser and
Default . . ! ) .
33 ) . The unit is using default configuration |configure the unit. Power cycle to see
configuration . .
settings. is the alarm clears.
The unit is configured to listen for DCP |Check if unit can ping T/Mon or disable
DCP poller . . . .
34 . . polls but has not received a poll in over |if not in use.
inactive .
5 minutes.
a1 Notification 1 |A notification 1 event, such as a page |Verify that you can ping both devices.
failed or email, was unsuccessful.
42 Notification 2 |A notification 2 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
43 Notification 3 |A notification 3 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
44 Notification 4 |A notification 4 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
45 Notification 5 |A notification 5 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
46 Notification 6 |A notification 6 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
47 Notification 7 |A notification 7 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
48 Notification 8 [A notification 8 event, such as a page |Use RPT filter debug to help diagnose
1 failed or email, was unsuccessful. notification problems.
Try pinging the Network Time Sener’s
. Communication with Network Time "? Addre;s as itis configured. Ifthe
49 NTP failed . ping test is successful, then check the
Server has failed. . . .
port setting and verify the port is not
being blocked on your network.
Toggles state at constant rate as
configured by the Timed Tick timer To turn the feature off, set the Timed
50 Timed Tick . : N . T
variable. Useful in testing integrity of  |Tick timer to 0.
SNMP trap alarm reporting.
51 Dynamic Not expected to occur. Call DPS Tech Support (559) 454-1600.
memory full
. . If unintentional, call DPS Tech Support:
52 Unit reset  |Unit has rebooted. (559) 454-1600.
. Check if Modem is properly placed in
55 Modem failed l{f Me%d:eerz %?]rgipr)]onent to the unit has socket. Contact DPS Tech Support
PP ponding. (559) 454-1600.
Ensure that the cellular antenna is
. The Wireless Modem does not detect a prope_:rly connegt_e dto the CeII\_/0|ce. i
56 Bad signal . . possible, reposition the CellVoice to
cellular signal. (CellVoice 4 only) )
find a cellular signal. If unsuccessful,
contact DPS.
57 Backup Mode |See Section 10.5, "Backup Mode." Alarm specific.

System Alarms Display Map
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9.10 Voice Notification Flow Chart (CellVoice 4 only)

Press1 Press 2 Press3 Press4 Press5 Press6 Press7 Press* Press#
Main Menu List Events Acknowledge | List Standing | Go to Operate GotoMore
al Events Alarms Relays Options
MoreOptions Record Report Analog Return to
Descriptions, go Values Main Menu
to Select
Descriptions
Select Select dlarm Select analog Select relay Select other Select darm Select darm Select ping Return to
Description description,go | description, go | description, go | descriptions, go set clear target Main Menu
to Record to Record to Record to Record description, | description, go | description, go
Description Description Description Description go to Record to Record to
Description Description Record
Description
Record Play user Record user Deleteuser Return to
Description description description description Select
Description
OperateRelays | *OperateRelay | * Release Relay Momentary Return to
Operate Relay More Options

9.11 SNMP Manager Functions

The SNMP Manager allows the user to view alarm status, set date/time, issue controls, and perform a resync. The
display and tables below outline the MIB object identifiers. Table 14.2 begins with dpsRTU; howewer, the MIB object
identifier tree has sewveral levels abowe it. The full English name is as follows:
root.iso.org.dod.internet.private.enterprises.dps-Inc.dpsAlarmControl.dpsRTU. Therefore, dpsRTU's full object
identifier is 1.3.6.1.4.1.2682.1.2. Each level beyond dpsRTU adds another object identifying number. For example,
the object identifier of the Display portion of the Control Grid is 1.3.6.1.4.1.2682.1.2.3.3 because the object identifier
of dpsRTU is 1.3.6.1.4.1.2682.1.4 + the Control Grid (.3) + the Display (.3).

dpsRTU2
1.3.6.1.4.1.2682.1.2

Ident
(.1)

DisplayGrid
(-2)

ControlGrid
(.3)

DisplayEntry {.1)

AlarmGrid
(.3)

AlarmEntry (.1)

Tbl. B2 (.1) Identity points

ldent

(1.3.6.1.4.1.2682.1.2.1)

Tbl. B3 (.2) DisplayGrid
points

Manufacturer (.1)

DisplayEntry
(1.3.6.1.4.1.2682.1.2.2.1)

Model (.2)

Port (.1)

Firmware Version (.3)

Address (.2)

DateTime (.4)

Display (.3)

ResyncReq (.5)*

DispDesc (.4)*
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* Must be set to "1" to perform the
resync request which will resend TRAPs
for any standing alarm.

PntMap (.5)*

Tbl. B3 (.3) ControlGrid Tbl. B5 (.5) AlarmEntry
points points
ControlGrid AlarmEntry
(1.3.6.1.4.1.2682.1.2.3) (1.3.6.4.1.2682.1.2.5.1)
Port (.1) Aport (.1)
Address (.2) AAddress (.2)
Display (.3) ADisplay (.3)

Point (.4) APoint (.4)

Action (.5) APntDesc (.5)*
AState (.6)
* For specific alarm points, see
Table B6

Tbl. B6 (.6) Analog Channels

Channel Entry
(1.3.6.1.4.1.2682.1.4.6.1)

Channel Number (.1)

Enabled (.2)

Description (.3)

Value (.4)

Thresholds (.5)*

*If Mj, Mn is assumed
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9.12 SNMP Granular Trap Packets

The tables below provide a list of the information contained in the SNMP Trap packets sent by the unit.

SNMP Trap managers can use one of two methods to get alarm information:
1. Granular traps (not necessary to define point descriptions for the unit) OR
2. The SNMP manager reads the description from the Trap.

UDP Header Description
1238 Source port
162 Destination port
303 Length
0xBABO Checksum

UDP Headers and descriptions

SNMP Header Description
0 Version
Public Request
Trap Request
1.3.6.1.4.1.2682.1.4 Enterprise
126.10.230.181 Agent address
Enterprise Specific Generic Trap
8001 Specific Trap
617077 Time stamp
1.3.7.1.2.1.1.1.0 Object
CellVoice v1.0K Value
1.3.6.1.2.1.1.6.0 Object
1-800-622-3314 Value
1.3.6.1.4.1.2682.1.4.4.1.0 Object
01-02-1995 05:08:27.760 Value
1.3.6.1.4.1.2682.1.4.5.1.1.99.1.1.1 Object
99 Value
1.3.6.1.4.1.2682.1.4.5.1.2.99.1.1.1 Object
1 Value
1.3.6.1.4.1.2682.1.4.5.1.3.99.1.1.1 Object
1 Value
1.3.6.1.4.1.2682.1.4.5.1.4.99.1.1.1 Object
1 Value
1.3.6.1.4.1.2682.1.4.5.1.5.99.1.1.1 Object
Rectifier Failure Value
1.3.6.1.4.1.2682.1.4.5.1.6.99.1.1.1 Object
Alarm Value

SNMP Headers and descriptions
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10 Frequently Asked Questions

Here are answers to some common questions from users. The latest FAQs can be found on the DPS support web
page, http://www.dpstele.com.

If you have a question about the CellVoice or TrapRelay, please call us at (559) 454-1600 or e-mail us at

support@dpstele.com.

10.1 General FAQs

Q. How do I telnet to the unit?

A. You must use Port 2002 to connect to the unit. Configure your Telnet client to connect using TCP/IP (not
"Telnet," or any other port options). For connection information, enter the IP address of the unit and Port 2002.
For example, to connect to the unit using the standard Windows Telnet client, click Start, click Run, and type
"telnet <unit IP address> 2002."

How do | connect my unit to the LAN?

To connect your unit to your LAN, you need to configure the unit IP address, the subnet mask and the default
gateway. A sample configuration could look like this:

Unit Address: 192.168.1.100

subnet mask: 255.255.255.0

Default Gateway: 192.168.1.1

Sawve your changes by writing to NVRAM and reboot. Any change to the unit's IP configuration requires a reboot.

> O

Q. When | connect to the unit through the craft port on the front panel it either doesn't work right or it
doesn't work at all. What's going on?
A. Make sure your using the right COM port settings. Your COM port settings should read:
Bits per second: 9600 (9600 baud)
Data bits: 8
Parity: None
Stop bits: 1
Flow control: None
Important! Flow control must be set to none. Flow control normally defaults to hardware in most terminal
programs, and this will not work correctly with the unit.

The LAN link LED is green on my unit, but | can't poll it from my T/Mon.

Some routers will not forward packets to an IP address until the MAC address of the destination device has
been registered on the router's Address Resolution Protocol (ARP) table. Enter the IP address of your gateway
and your T/Mon system to the ARP table.

> O

Q. What characteristics of an alarm point can be configured through software? For instance, can point 4
be used to sense an active-low signal, or point 5 to sense a level or an edge?

A. The unit's standard configuration is for all alarm points to be level-sensed. You cannot use configuration
software to convert alarm points to TTL (edge-sensed) operation. TTL alarm points are a hardware option that
must be specified when you order your unit. Ordering TTL points for your unit does not add to the cost of the
unit. What you can do with the configuration software is change any alarm point from "Normal” to "Reversed"”
operation. Switching to Reversed operation has different effects, depending on the kind of input connected to the
alarm point:

o If the alarm input generates an active-high signal, switching to Reversed operation means the unit will
declare an alarm in the absence of the active-high signal, creating the practical equivalent of an active-low
alarm.

o If the alarm input generates an active-low signal, switching to Reversed operation means the unit will
declare an alarm in the absence of the active-low signal, creating the practical equivalent of an active-high
alarm.
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o If the alarm input is normally open, switching to Reversed operation converts it to a normally closed alarm
point.

o If the alarm input is normally closed, switching to Reversed operation conwerts it to a normally open alarm
point.

I'm unsure if the voltage of my power supply is within the specified range. How to | test the voltage?
Connect the black common lead of a voltmeter to the ground terminal of the battery. Connect the red lead of the
woltmeter to the batter's VCD terminal. The wltmeter should read between +12 and +30VDC.

10.2 SNMP FAQs

> O

> O

> O

>0 20

> O

> O

Which version of SNMP is supported by the SNMP agent on the unit?
SNMP v1, SNMP v2c, and SNMP \3.

How do | configure the unit to send traps to an SNMP manager? Is there a separate MIB for the unit?
How many SNMP managers can the agent send traps to? And how do | set the IP address of the SNMP
manager and the community string to be used when sending traps?

The unit begins sending traps as soon as the SNMP managers are defined. The unit MIB can be found on the
DPS Telecom website. The MIB should be compiled on your SNMP manager. (Note: MIB versions may change
in the future.) The unit supports 2 SNMP managers, which are configured by entering its IP address in the Trap
Address field of Ethernet Port Setup. To configure the community strings, choose SNMP from the Edit menu,
and enter appropriate values in the Get, Set, and Trap fields.

Does the unit support MIB-2 and/or any other standard MIBs?
The unit supports the bulk of MIB-2.

Does the unit SNMP agent support both unit variables and T/MonXM variables?

The unit SNMP agent manages an embedded MIB that supports only the unit's RTU variables. The T/MonXM
variables are included in the distributed MIB only to provide SNMP managers with a single MIB for all DPS
Telecom products.

How many traps are triggered when a single point is set or cleared? The MIB defines traps like "major
alarm set/cleared,” "RTU point set,” and a lot of granular traps, which could imply that more than one
trap is sent when a change of state occurs on one point.

Generally, a single change of state generates a single trap.

What does "point map" mean?
A point map is a single MIB leaf that presents the current status of a 64-alarm-point display in an ASCIl-readable

form, where a "." represents a clear and an "Xx" represents an alarm.

The unit manual talks about control relay outputs. How do | control these from my SNMP manager?
The control relays are operated by issuing the appropriate set commands, which are contained in the DPS
Telecom MIB.

How can | associate descriptive information with a point for the RTU granular traps?
The unit alarm point descriptions are individually defined using the Web Browser.

My SNMP traps aren't getting through. What should | try?

Try these three steps:

1. Make sure that the Trap Address (IP address of the SNMP manager) is defined. (If you changed the Trap
Address, make sure you saved the change to NVRAM and rebooted.)

2. Make sure all alarm points are configured to send SNMP traps.

3. Make sure the unit and the SNMP manager are both on the network. Use the unit's ping command to ping
the SNMP manager.
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11 Technical Support

DPS Telecom products are backed by our courteous, friendly Technical Support representatives, who will give you
the best in fast and accurate customer senvice. To help us help you better, please take the following steps before
calling Technical Support:

1. Check the DPS Telecom website.
You will find answers to many common questions on the DPS Telecom website, at http://www.dpstele.com/
support/. Look here first for a fast solution to your problem.

2. Prepare relevant information.
Having important information about your DPS Telecom product in hand when you call will greatly reduce the time it
takes to answer your questions. If you do not have all of the information when you call, our Technical Support
representatives can assist you in gathering it. Please write the information down for easy access. Please have
your user manual and hardware serial number ready.

3. Have access to troubled equipment.
Please be at or near your equipment when you call DPS Telecom Technical Support. This will help us solve your

problem more efficiently.

4. Call during Customer Support hours.
Customer support hours are Monday through Friday, from 7 A.M. to 6 P.M., Pacific time. The DPS Telecom
Technical Support phone number is (559) 454-1600.

Emergency Assistance: Emergency assistance is available 24 hours a day, 7 days a week. For emergency
assistance after hours, allow the phone to ring until it is answered with a paging message. You will be asked to enter
your phone number. An on-call technical support representative will return your call as soon as possible.
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12 End User License Agreement

All Software and firmware used in, for, or in connection with the Product, parts, subsystems, or derivatives thereof, in
whatever form, including, without limitation, source code, object code and microcode, including any computer
programs and any documentation relating to or describing such Software is furnished to the End User only under a
non-exclusive perpetual license solely for End User's use with the Product.

The Software may not be copied or modified, in whole or in part, for any purpose whatsoewer. The Software may not
be reverse engineered, compiled, or disassembled. No title to or ownership of the Software or any of its parts is
transferred to the End User. Title to all patents, copyrights, trade secrets, and any other applicable rights shall
remain with the DPS Telecom.

DPS Telecom's warranty and limitation on its liability for the Software is as described in the warranty information
provided to End User in the Product Manual.

End User shall indemnify DPS Telecom and hold it harmless for and against any and all claims, damages, losses,
costs, expenses, obligations, liabilities, fees and costs and all amounts paid in settlement of any claim, action or
suit which may be asserted against DPS Telecom which arise out of or are related to the non-fulfillment of any
covenant or obligation of End User in connection with this Agreement.

This Agreement shall be construed and enforced in accordance with the laws of the State of California, without
regard to choice of law principles and excluding the provisions of the UN Conwvention on Contracts for the
International Sale of Goods. Any dispute arising out of the Agreement shall be commenced and maintained only in
Fresno County, California. In the event suit is brought or an attorney is retained by any party to this Agreement to
seek interpretation or construction of any term or provision of this Agreement, to enforce the terms of this
Agreement, to collect any money due, or to obtain any money damages or equitable relief for breach, the prevailing
party shall be entitled to recower, in addition to any other available remedy, reimbursement for reasonable attorneys'
fees, court costs, costs of investigation, and other related expenses.
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Warranty

DPS Telecomwarrants, to the original purchaser only, that its products a) substantially conformto DPS published
specifications and b) are substantially free fromdefects in material and workmanship. This warranty expires two years fromthe
date of product delivery with respect to hardware and ninety days fromthe date of product delivery with respect to software.
If the purchaser discovers within these periods afailure of the product to substantially conformto the specifications or that
the product is not substantially free fromdefects in material and workmanship, the purchaser must promply notify DPS. Within
reasonable time after notification, DPS will endeavor to correct any substantial non-conformance with the specifications or
substantial defects in material and workmanship, with new or used replacement parts. All warranty service will be performed at
the company's office in Fresno, California, at no charge to the purchaser, other than the cost of shipping to and from DPS,
which shall be the responsiblity of the purchaser. If DPSis unable to repair the product to conformto the warranty, DPS will
provide at its option one of the following: a replacement product or arefund of the purchase price for the non-conforming
product. These remedies are the purchaser's only remedies for breach of warranty. Prior to initial use the purchaser shall have
determined the suitability of the product for its intended use. DPS does not warrant a) any product, components or parts not
manufactured by DPS, b) defects caused by the purchaser's failure to provide a suitable installation environment for the
product, c) damage caused by use of the product for purposes other than those for which it was designed, d) damage caused
by disasters such as fire, flood, wind or lightning unless and to the extent that the product specification provides for
resistance to a defined disaster, €) damage caused by unauthorized attachments or modifications, f) damage during shipment
fromthe purchaser to DPS, or g) any abuse or misuse by the purchaser.

THE FOREGOINGWARRANTIESAREIN LIEU OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDINGBUT
NOT LIMITED TOTHEIMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESSFORA PARTICULAR
PURPOSE

In no event will DPS be liable for any special, incidental, or consequential damages based on breach of warranty, breach of
contract, negligence, strict tort, or any other legal theory. Damages that DPSwill not be responsible for include but are not
limited to, loss of profits; loss of savings or revenue; loss of use of the product or any associated equipment; cost of capital;
cost of any substitute equipment, facilities or services; downtime; claims of third parties including customers; and injury to
property.

The purchaser shall fill out the requested information on the Product Warranty Card and mail the card to DPS. This card
provides information that helps DPS make product improvements and develop new products.

For an additional fee DPS may, at its option, make available by written agreement only an extended warranty providing an
additional period of time for the applicability of the standard warranty.

Technical Support

If apurchaser believes that a product is not operating in substantial conformance with DPS published specifications or there
appear to be defects in material and workmanship, the purchaser should contact our technical support representatives. If the
problem cannot be corrected over the telephone and the product and problem are covered by the warranty, the technical
support representative will authorize the return of the product for service and provide shipping information. If the product is
out of warranty, repair charges will be quoted. All non-warranty repairs receive a 90-day warranty.
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