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1 NetGuardian 216 G3 Overview
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Fig. 1.1 Compact, easy-to-install, right-size capacity — the NetGuardian 216 G3 effectively monitors smaller sites.

Effective, easy-to-install, light-capacity alarm monitoring

The NetGuardian 216 G3 is a compact, LAN-based, light-capacity remote telemetry unit. The NetGuardian 216 G3
is designed for easy installation at small remote sites, making it cost-effective to deploy alarm monitoring throughout
your entire telecom network.

Powerful monitoring for smaller sites

The NetGuardian 216 G3 is based on the time-tested NetGuardian 832A design used in high-capacity models. This
telco-grade remote is housed in a durable aluminum case that can be rack or wall-mounted. This SNMP remote is
scaled to the needs of small sites, such as remote huts, collocation racks, and enclosed cabinets - perfect for any
site where a large capacity RTU would be more than you need.

16 Discrete Alarm Inputs

8 Analog Alarm Inputs

2 Control Relay Outputs

1 Reach-through serial port (terminal server)

Reach-through serial port gives LAN access to on-site equipment
The NG216 G3 also features a reach-through serial port. This port provides remote users with LAN-based Telnet
access to a variety of on-site telecom equipment, including switches, radios, PBXs and many other devices.

SNMP or T/Mon NOC

The NetGuardian 216 G3 can report alarms to any SNMP manager or to the DPS Telecom T/Mon NOC Remote
Alarm Monitoring System. The NetGuardian 216 G3 can also report via SNMP and DCPx concurrently to the T/Mon
NOC.

Easy Alerts via Email or SNMP
Email notification reports alarm events to the e-mail addresses of specified personnel and creates a supplemental
record of alarm events in addition to your master via SNMP traps.

Paging Notification Support

The optional paging functionality includes a 33.6K internal modem that provides full support for alphanumeric paging,
S0 you can automatically send detailed notifications and instructions to alphanumeric pagers, cell phones, and
PDAs.

Upgraded Web Browser

The owverhauled web interface that boasts sewveral time-saving new tools, including new analog gauges. You'll also
notice the impressive speed boost. Menus load very quickly, and the alarm status updates automatically without
requiring a page refresh.



2 Specifications

Discrete Alarm Inputs:

Temperature Sensors:

Temperature Thresholds: 4
Analog Alarm Inputs:
Analog Input Range:
Analog Thresholds:
Control Relays:
Protocols:

Dimensions:
Weight:
Mounting:
Power Input:
Current Draw:

Fuse:

Interfaces:

Visual Interface:

Audible Notification:
Operating Temperature:
Operating Humidity:
RoHS:

16
1 Integrated Analog Sensor

Support for 1 External Analog Sensor

8

—90 to 90 VDC or 4 to 20 mA

4

2

SNMPvVL, DCPx, TELNET, HTTP, TAP, Email
1.720" H x 8.126" W x 7.146" D

(4.369 cm x 20.641 cm x 18.152 cm)

11b.5o0z.

19" or 23" rack or wall mount

+24 VDC via 110VAC wall transformer (12 V to 30 VDC)
-48VDC (Optional)

-24VDC (Optional)

100 mA @ -24VDC

50mA @ -48VDC

Resettable Fuse (Internal), if +24V Power Input
1/2 Amp GMT Fuse, if -48V or -24V Power Input

1 RJ45 10BaseT Ethernet port

1 DB9 front-panel craft port

1-1/8 Stereo connector for external temperature probe
1 Push button switch

(Optional) 33.6 K internal dialup modem

(Optional) Wireless GPRS/GSM or CDMA Modem
Serial port options: RS232, RS485, or 202

6 Front Panel LEDs

1 Back Panel LED

Alarm speaker with volume control

32°-140° F (0°-60° C)

0%-95% non-condensing

5/6



3 Shipping List

Please make sure all of the following items are included with your NetGuardian 216 G3. If parts are missing, or if
you ewer need to order new parts, please refer to the part numbers listed and call DPS Telecom at 1-800-622-3314.
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NetGuardian 216 G3
D-PK-NG216

NetGuardian 216 G3

NetGuardian 216 G3 User Manual
D-UM-NG216-12001

6 ft. DBOM-DB9F Download Cable
D-PR-045-10A-04

X2

19" Rack Ear
D-CS-325-10A-00

X 2
Two wall mount bracket screws
2-000-6250-01
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NetGuardian 216 G3 Resource CD

14 ft. Ethernet Cable
D-PR-923-10A-14

s

Wall Mount Bracket
D-CS-532-10A-05

X 2
Two Standard Rack Screws
1-000-12500-06
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X 4
Four 3/8" Ear Screws
1-000-60375-05
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2-015-00030-00

X 2
Two Y2-Amp GMT Fuses
2-741-00500-00

F

Wireless Antenna (GPRS or CDMA models only)

2-901-00802-01

X 2
Two Metric Rack Screws
2-000-80750-03

4-Pin Analog Connector
(See Section 5.8)
2-820-00814-02

X 2
Two Lg. Power Connectors
2-820-00862-02

3.1 Optional Shipping ltems - Available by Request

E

+24V Wall Transformer

D-PR-105-10A-02

(110VAC to +24VDC converter)
|

T

Long ear, 19" rack
D-CS-325-10A-06

Telephone Cable 6 ft
D-PR-045-10A-01
(For Optional Modem Build Only)



3.2 Optional NetGuardian Accessories

If you would like to order any of these accessories, or if you would like more information about them, call DPS
Telecom at (800) 622-3314.

D-PA-00242-10A

<c) 2006 DPS Telecom

Wire-Wrap Back Panel

D-PA-00242-10A

The NetGuardian 216's Wire-Wrap back panel allows for wire-wrap connections for the discrete alarms, analog
alarms, and control relays.
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Pluggable Back Panel

D-PK-16PAN

The NetGuardian 216's pluggable back panel allows for screw-in barrier plug connections for the NetGuardian's
alarms and control relays. Comes with an additional 10 4-pin barrier connectors (2-820-00814-02), 2 3-pin
connectors (2-820-00814-02), and 1 2-pin connector (2-820-00814-03).



4 |nstallation

4.1 Tools Needed

To install the NetGuardian, you'll need the following tools:

—_— =

Phillips No. 2 Screwdriver Small Standard No. 2 Screwdriver

PC with terminal emulator,
such as HyperTerminal

4.2  Mounting

Fig. 4.1 The NetGuardian 216 G3 can be flush or rear-mounted

The compact NetGuardian 216 G3 occupies only half the width of a standard rack unit. Only one rack ear is
supplied with the NetGuardian 216 G3, and the rack ear can be mounted on the left or right side of the unit. The

NetGuardian 216 G3 mounts in a 19" or 23" rack, and can be mounted on the right or left, in the flush-mount or rear
mount locations, as shown in Fig. 4.1.

The rack ears can be rotated 90° for wall mounting or 180° for other mounting options.



19" rack ears
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23" rack ears
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Fig. 4.3

Use the included wall mount bracket to mount the NetGuardian 216 G3 ertically on the wall.

(2.100)

(.750) i

(1.500)

Fig. 4.4



4.3  Optional Pluggable Back Panel

Silk screen on the Hinged Pluggable Back Panel indicates which way to turn the black swivel to lock and
unlock the gate.

Note: Your NetGuardian may differ from the model shown in the following section. The panel installs in the
same fashion for all NetGuardian units compatible with the pluggable back panel.

Instructions for installing the Hinged Pluggable Back Panel:

Rear View

-

1. To begin installing the hinged pluggable 2. Facing the back of the NetGuardian, use the screws
back panel, the NetGuardian should be provided to secure the right mounting arm to the rack.
rack mounted. Suggestion: Mount the
unit in the flush, rack-mount position. This
means the front of the NetGuardian is
flush with the front of the rack post.

3. The rack should appear as shown above. 4. Close the back panel gate and lock it in place by turning the
black swivel to the vertical, locked position as indicated on

the silk screen. (See the figure at the top of this section.)
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5. Attached the left side of the hinged panel 6. Unlock the back panel by turning the black swivel to the
to the rack with the screws provided. horizontal position. (See the figure at the top of this
section.) Plug the amphenol cable(s) into the hinged back
panel. Then secure the cable(s) with the Velcro straps
provided. Make sure the NetGuardian's silk screen
matches the hinged panel where you connect the amphenol

(9).

_ole
7. Tighten the screw(s) located to the right of 8. If your NetGuardian has multiple amphenals, use the
the amphenoal cable(s). Use the plastic zip remaining zip ties to keep the amphenal cords tied together.
ties provided to secure the cable(s) to the Trim the excess plastic off the zip ties with scissors.

NetGuardian where shown (bottom
image). Note: You will use azp tie on
the NetGuardian's small metal tab to
secure the left amphenol cable. If your
remote is equipped with the 4-pin analog
connector, connect it to the NetGuardian
and to the DB9 on the hinged panel.
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9. Close the back panel and lock it by turning the black swivel to the vertical position. Note: The connectors on

the Hinged Pluggable Back Panel support 18 - 26 AWG wire (stranded or solid). DPS recommends
using 24 AWG wire (stranded).
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5

NetGuardian 216 G3 Back Panel

. . . ™
4 Serial port build options
Yost RS-232 RJ45 Connector RS-485 RJ45 Connector
8 RTS (Request to Send) /—8 TX- (Transmit -)
/'. 7 DTR (Data Terminal Ready) V4 7 N/C (Not Connected)
———  ]//-6 TXD (Transmit Data) — --j 6 RX- (Receive -)
—— -1—_—5GND (Ground) — —}—"- 5 GND (Ground)
— | — L4- GND (Ground) — - }4 GND (Ground)
— B \na RXD (Receive Data) ——r |\ 3 RX+ (Receive +)
\ 2 DSR (Data Set Ready) %, =2 N/C (Not Connected)
-1 CTS (Clear to Send) —1 TX+ (Transmit +)
4-Wire 202 Connector RJ-11 Phone Line Connector
8 N/C (Not Connected) 4 Analogs
/7 TX=(Transmit -) / 3A 4A
——1 -} //-6RX-(Receive - i :
=i, eun‘(é?.f‘i,ﬁ;’ — "}~ 3 Ring 3B 4B
— —f— 4 GND (Ground I |
— :3t3 RX+(Reoeive)+] . —Q— 2 Tip
2 TX+ (Transmit +)
L \_1 N/C (Not Connected) Ny ) ANA3+ ——@ /. .\ @ —ANA4-
ANA 3- ANA 4 +
ge B <>
oAt E s POWER
Ly
-~ [ g 1 I x
D“:L:::’" Temp sensor jack |
- ; ~
Discretes / Analogs / Gontrols
: 10BaseT Ethernet port (RJ45)
@QF 222000000000 0000 00000 oo -
Z§§§§>;U|5|5|ZZZZZ222212222222 7
thm_kgl_r_l_DDUUUDCJDDUUUUUUU ://}GReceiveln—(Rl—)
I e et e — ==
% 8 % =" \\ 3 Receive In + (RI+)
NN R aalalaala|ala 2 Transmit Out— (TO-)
DB WN = OV ENDOEWN 2OV NGB WN = 1 Transmit Out + (TO+)
B T
U1-hh-h-thbhhhwwwwwwm‘mmml\)l\:ww
Ol N A WN 2O 0N GRORNI2|O|O 0N
[ellelle]
%33
>z PP REEEEERER 222> >
OZIZ2Z2r v sz T CITDICD DS
Z>>>>OZOZ_‘_‘___\_‘_,_‘§Z‘ZZggggg
Ufﬂlﬁm—‘o()oomcn#wm—xowmﬂmmamm_s
[
ALM = Alarm NO = Normally Open
ANA = Analog NC = Normally Closed
CTRL = Control Relay CO = Common
GND = Ground
_ FA = Fuse Alarm )

Fig. 5.1 NetGuardian 216 G3 back panel connections
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5.1 Power Connection (-48 or -24VDC Build Option)

The NetGuardian 216 G3 is powered by two screw terminal barrier plug power connectors.

P POWER
- -
4

N B

[, o
P K e POWER
-4 Vg A8
LRTES ==
i

Fig. 5.2 Screw terminal barrier plugs

i
ey 2

To connect the NetGuardian to a power supply:

1. Always use safe power practices when making power connections. Be sure to remowe fuses from the fuse
distribution panel, as well as the back of the NetGuardian, before making your power connections.

2. Use the grounding lug to connect the unit to earth ground. The grounding lug is next to the symbol @ Insert the
eyelet of the earth ground cable between the two bolts on the grounding lug (Ground cable not included).

3. Insert a battery ground into the power connector plug's right terminal and tighten the screw; then insert a battery
line to the plug's left terminal and tighten its screw.

4. Insert a fuse into the fuse distribution panel and measure wltage. The wltmeter should read between —40 and —
70VDC (for -48VDC build option) or -18 and -36VDC (-24VDC build option).

5. The power plug can be inserted into the power connector only one way to ensure the correct polarity. Note that
the negative wltage terminal is on the left and the GND terminal is on the right.

6. Insert fuse into the Power A fuse slot. The power LED should be lit green. If the LED is red, the power connection
is reversed. To confirm that power is correctly connected, the front panel LEDs will flash RED and GREEN,
indicating that the firmware is booting up.

7. Repeat steps 1 -6 for Power B connector.

5.2 Power Connection (+24VDC Build Option)

The NetGuardian 216 G3 is powered by a screw-on plug, located on the right side of the back panel.

Fig. 5.3 Close-up view of NetGuardian's screw-on power connector.
Before you connect a power supply to the NetGuardian 216 G3:

1. Always use safe power practices when making power connections. Be sure to remove fuses from the back of the
NetGuardian before making your power connections.
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2. Use the grounding lug to connect the unit to earth ground. The grounding lug is next to the symbol @ Insert the
eyelet of the earth ground cable between the two bolts on the grounding lug (Ground cable not included.)

3. Plug in the power connector to the rear panel of the NetGuardian. Twist the collar of the plug to lock in place.
4. Insert fuse into the Power A fuse slot.

5. Plug in the wall transformer to a power outlet. The power LED should be lit green. To confirm that power is
correctly connected, the front panel LEDs will flash RED and GREEN, indicating that the firmware is booting up.

53 LAN Connection

To connect the NetGuardian 216 G3 to the LAN, insert a standard RJ45 Ethernet cable into the 10BaseT Ethernet
port on the back of the unit. If the LAN connection is OK, the LNK LED will light SOLID GREEN.

5.4 Serial Connection

The NetGuardian 216 G3 has 4 build options for it's serial / dialup port. You can order your port as a Yost RS-232,
RS-485, 4-wire 202 RJ45, or with a dial-up modem. The serial port is located on the back panel, where it is
labeled "Primary."

If you are unsure of the serial port type on your NetGuardian, login to MyDPS and click on the
Hot Tip! product Information Search link. Type in the full part number of your unit and click the Submit
button to access the specifications.

The serial port can be used for three different functions:
¢ Reach-through proxy connection for LAN-based Telnet access to switches, radios, PBXs and other
equipment.
e Alarm reporting to the T/Mon NOC Remote Alarm Monitoring System over an RS-232, 485, 202, or dial-up
modem.
¢ Dial-up notifications via your cell phone and alphanumeric pager.

Note: If the serial port is configured for alarm reporting to T/Mon NOC, the port is not available for use as a reach-
through proxy port.

The pinouts are shown in Fig. 5.1 .
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5.5 Optional GPRS or CDMA Wireless Modem

The NetGuardian 216 is available with an optional GPRS/GSM or CDMA wireless modem, allowing you to report
alarms from your remote sites without LAN or dialup connections via SM S natifications over a cellular band.

If you ordered your NetGuardian 216 G3 with a wireless modem, you'll see the antenna node protrude from the
back panel of the unit and a label above the node indicating the type of modem - GPRSGSM or CDMA - installed
in your NetGuardian.

Note: You cannot access to your NetGuardian's web or TTY interfaces over cellular connection. Y ou must
configure the unit via the front-side craft connection or over LAN.

To Enable Wireless Alarm Reporting:

1. Disconnect power connections to the NetGuardian

2. Remove the 3 screws on the bottom of the NetGuardian near the front panel.

3. Remove the 3 screws on the top of the NetGuardian near the back panel.

4. Remove the NetGuardian's cover.

5. If your NetGuardian model is GPRSGSM enabled: Insert a SIM card in the available modem slot.

5. If your NetGuardian model is CDM A enabled: Record the Electronic Serial Number (ESN). Y our cellular
carrier will need this number to enable your NetGuardian's wireless modem.

LLEEEELAEEAL]

Open your NetGuardian to insert your SIM card or take down your ESN

6. Replace the NetGuardian's top-cover and fasten it to the NetGuardian with the 6 screws you removed in steps
land 2.

7. Attach the antenna that came with your NetGuardian (2-901-00802-01) to the node labeled Antenna, and
tighten the nut to fasten it to the NetGuardian.

Analogs

Wireless Interface
I
I

Antenna” Temp

The Antenna attaches to the NetGuardian's back panel to facilitate cellular signal reception

Note: Your NetGuardian cannot have both wireless and dialup modems. If you ordered your NetGuardian with
the wireless modem, it will not have a dialup modem or the ability to send alphanumeric pager notifications.
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5.5.1 Sprint Modem Activation

1. Set up your wireless data account through Multi-Tech or your Sprint agent.

2. Provide the agent with each modem’s 11-character ESN number, which is printed on a label on the
back of your DPS Telecom unit.

DPS Windnl WTHME -
@ Support: 1-5598-454-1600 it WTSMC L

www.dpstsle.com ESN: Jecact
onneclon.
Rana B Plugs

= POWER
il A B
0. 758 max -2 i

ESN and model number alternate location

3. You may be asked to provide the modem's model number. This number allows the carrier to verify
this modem as one of it's approved models.

Important: If asked for this number, give the Multi-Tech Systems model number located on the label on
the back of your DPS Telecom unit. You do not need to give the DPS Telecom product or device name.
Examples of Multi-Tech model numbers: MTCBA-xx, MTSMC, and MTMMC.

4. Record the three numbers that your agent will provide for each modem. These numbers are needed
in order to use your modem:

An MDN Number — Your 10-digit phone number

An MSID Number — Another 10-digit number

(Note: Sometimes the MSID will be the same as the MDN)

An MSL Number — Your 6-digit lock code. Also called a Service Programming Code (SPC).

5.Access the AT command interface on you DPS Telecom unit by logging into either the serial Craft
port or Telnet interface, then press “M” for the terminal.

“g asd - HyperTerminal

File  Edit wiew Cal Transfer Help

Login: admin
Logged in successfully.

HG216-G3 SMS v2.0L.0046
(c)2010 DPS Telecom, Inc.

Clonfig Pling ter(M)inal D)ebug e(X)it 7 M
TTY Interface
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6. Activate your modem by entering the following series of AT commands:

Step AT Command Modem Response Comment

0. |ATE1V1 OK Echo command and verbose
mode

1. | AT+HWSPC=1 Xxxxxx<cr> OK "XXXXXX" IS your programming
code (your MSL).

2. | AT+WMDN=nnnnnnnnnn<cr> | OK "nnnnnnnnnn” is your phone
number (your MDN).

3. |AT+WCMT=1<cr> OK Commits the changes to
memory.

If your MDN and MSID are identical, then you can skip steps 4, 5 and 6.
Wait 10 seconds before issuing the next command. If modem does not respond to AT

commands, power cycle the device.

4. | ATHWSPC=1,xxxxxx<cr> OK "OXXXXX" is your programming
code (your MSL).
5. |AT+WIMI=31000ssssssssss | OK "ssssssssss” is your MSID.
<cr>
6. |[AT+WCMT=1<cr> OK Commits the changes to
memory.

Wait 10 seconds before issuing the next command. If modem does not respond to AT

commands, power cycle the device.

AT+WIOTA=4<cr> OK Clears previous IOTA attempts.
8. [AT+WIOTA=1<cr> +WOAP: "Preparing | Initiates over the air activation.
Data Services" Note: You must have network
OK reception for this step. This
process requires about 3
minutes to complete.

Modem Response

When complete, the modem will respond with +WOAR:"Please Retry." This modem response
indicates that you should please retry, but you do not need to do so. Your modem should now be ready
for use.

What to Do If You Do Not Receive the "Please Retry" Response
If you do not receive the "Please Retry" response, turn the power off and then on. Repeat Steps 7 and 8.

Contacting DPS Telecom
If you have any questions or problems, contact Technical Support at DPS Telecom at 559-454-1600.
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55.2 Verizon Modem Activation

1. Set up your wireless data account through Multi-Tech or your Verizon agent.

2. Provide the agent with each modem’s 11-character ESN number, which is printed on a label on the
back of your DPS Telecom unit.

fr———
EDPS Telecom S
Support: 1-559-454-1600 Windni MTSME £
www.dpsisle.com p——
CRraLlon.

ane B Plugs

- :
POWER .

il A B
0. 758 max . -2 i

ESN and model number alternate location

3. You may be asked to provide the modem's model number. This number allows the carrier to verify
this modem as one of it's approved models.

Important: If asked for this number, give the Multi-Tech Systems model number located on the label on
the back of your DPS Telecom unit. You do not need to give the DPS Telecom product or device name.
Examples of Multi-Tech model numbers: MTCBA-xx, MTSMC, and MTMMC.

4. Record the three number that your agent will provide for each modem. These numbers are needed in
order to use your modem:
An MDN Number — Your 10-digit phone number

5.Access the AT command interface on you DPS Telecom unit by logging into either the serial Craft
port or Telnet interface, then press “M” for the terminal.

“g asd - HyperTerminal

File Edt Wiew Call Transfer Help

Login: admin
Password: B 3 NN
Logged in successfully.

NG216-G3 SHS 2. 8L . 0046
(c)2010 DPS Telecom, Inc.

Clonfig Pling ter(M)inal Dlebug e(X)it 7 H
TTY Interface
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6. Activate your modem by entering the following series of AT commands:

Step AT Command Modem Response Comment
0. |ATE1V1 OK Echo command and verbose
mode
1. |AT+WRMP=2<cr> OK Allows roaming in order to

perform over-the-air
programming

AT+WSPC=1,000000<cr> OK Enter the programming code
3. | AT+WMDN=nnnnnnnnnn<cr>| OK "nnnnnnnnnn” is your phone
number (your MDN).
4. |AT+WCMT=1<cr> OK Commits the changes to
memory.

Wait 10 seconds before issuing the next command. If modem does not respond to AT

commands, power cycle the device.

5. | ATD*22899; <cr> | +WOT1: "Programming in Process" | Perform over-the-air
+WOTS: "SPL unlocked" provisioning
+WOTP: "PRL download OK"
+WOTM: "MDM download OK"
+WOTC: "Commit successful"
+WOT2: "Programming successful"

Your Modem should now be ready for use.

Contacting DPS Telecom
If you have any questions or problems, contact Technical Support at DPS Telecom at 559-454-1600.

5.6 50-Pin Alarm and Control Relay Connector

The primary connector for discrete alarms, analog alarms and control relays is the 50-pin connector on the
NetGuardian 216 G3's back panel.

Note: You can optionally connect analog inputs through the 4-pin barrier plug connector, instead of the 50-pin
connector. Only 2 analog channels (3, 4) can be accessed this way.
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5.7 Optional 66 Block Connector

Corresponding

50-Pin
Wire color 66 Block Connector
(wire/stripe) Connection Pair # Pin #
N — BLU/WHT GND 1 1
R N — WHT/ORG ALM 2 2 27
WHT/GRN ALM 3 28
eEE oem oes o0 | 3
N GRN/WHT GND 3 3
=== == —] \B/V;{J//\/%ﬁﬁ éh’gi 4 3‘9
—_ = = d_d':'— WHT/GRY ALM 5 30
i f | o == 5
= pes me=s e GRY/WHT GND 5 5
= oes Des O EEB//SEB (ABH\SGG 6 36‘]
—_— e o = RED/ORG ALM 7 32
eEn oes oes o | 7
= =T ORG/RED GND 7 7
[=]=—=] [ =] =
— — RED/GRN ALM 8 8 33
[ =} [ =] =
e = - — GRN/RED GND 8 8
=EE e oe=  des | RED/BRN ALM 9 9 34
=a s oe= deS BRN/RED GND 9 9
N = RED/GRY ALM 10 10 35
e — GRY/RED GND 10 10
BLK/BLU ALM 11 36
[=—=1=] [ ] mE I:'I:I_ 11
— — BLU/BLK GND 11 11
s e} i | j—
BLK/ORG ALM 12 37
- —u 12
EE mem oes S| ORG/BLK GND 12 12
—r e o e GRN/BLK GND 13 13
—— BLK/BRN ALM 14 39
= BRN/BLK GND 14 14 14
S — BLK/GRY ALM 15 15 40
— e o e YEL/BLU ALM 16 " 41
= mem o= o] BLU/YEL GND 16 16
S YEL/ORG CTRL1NC 17 42
ey ORG/YEL CTRL 1 NO 17
=" — YEL/GRN CTRL1CO 18 43
me== = GRN/YEL CTRL2 CO 18
== == == E,:—E“:’ YEL/BRN CTRL2NC 19 44
i BRN/YEL CTRL2NO 19
i — YEL/GRY FACO 20 45
e GRY/YEL FANO 20
e pew o o= VIO/BLU ANA1 - 21 46
— — BLUNVIO ANA1 + 21
e ——— VIO/ORG ANA2 - 2 47
— =T ORG/VIO ANA2 + 2
S ——— VIO/GRN ANA 3— 23 48
e GRNVIO ANA 3+ 23
o e o e VIO/BRN ANA 4— ” 49
=T BRNAVIO ANA 4 + 24
o ] | [=]=—=] [ =] =
= o VIO/GRY GND 25 50
=== =] = GND >
N - — GRY/VIO

Fig. 5.4 Optional 66 block connector pinout

The NetGuardian 216 G3 is also available with an optional 66 Block Connector for connecting discrete
alarms, analog alarms and control relays. Pinout and wire color coding for the 66 Block are shown
above.
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5.8 Discrete Alarms

Dry Contact Contact to Ground

NetGuardian case NetGuardian case

Alarm l
p: =

Note: Make sure that grounds have a common reference—
this is usually done by tying grounds together.
Fig. 5.5 Discrete alarm points can connect as a dry contact or a contact to ground

The NetGuardian 216 G3 features 16 discrete alarm inputs — also called digital inputs or contact closures. Discrete
alarms are either active or inactive, so they're typically used to monitor on/off conditions like power outages,
equipment failures, door alarms and so on.

The NetGuardian's discrete alarm points are single-lead signals referenced to ground. The ground side of each alarm
point is internally wired to ground, so alarm points can connect either as a dry contact or a contact to ground.

In a dry contact alarm: The alarm lead brings a contact to the ground lead, activating the alarm.
In a contact to ground alarm: A single wire brings a contact to an external ground, activating the alarm.

You can reverse the polarity of each individual discrete alarm point, so that the alarm is activated when the contact
is open. This is done with a software configuration change.
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5.9 Analog Alarms

The NetGuardian 216 G3's 8 analog alarm inputs measure continuous ranges of wltage or current. Analog alarms
are typically used to monitor battery wltage, charging current, temperature, humidity, wind speed, or other
continuously changing conditions. The measurement range of the analog channels is —90 to +90 VDC or 4 to 20
mA. To configure the analogs for current sensing (4 - 20mA) please review the next section for jumper position.

You can use analogs 1 through 4 to monitor whatever you like. Analogs 5 through 8 are pre-configured to monitor
Battery A and B, Internal Temperature, and External Temperature. Read the following table to see where to connect
the analogs.

Analog # Connection

ANA 1 User-definable; connects to the 50-pin amphenol.

ANA 2 User-definable; connects to the 50-pin amphenol.

ANA 3 User-definable; connects to the 50-pin amphenol OR use the optional 4-
pin analog connector.

ANA 4 User-definable; connects to the 50-pin amphenol OR use the optional 4-
pin analog connector.

ANA 5 Pre-configured to monitor Battery A.

ANA 6 Pre-configured to monitor Battery B.

ANA 7 Pre-configured to monitor Internal Temperature. Located in the center or
edge of PCB.

ANA 8 Pre-configured to monitor External Temperature via jack to external
temperature probe.

You can connect analog 3 and 4 to either the primary 50-pin amphenol on the back of the
NetGuardian, or to the 4-pin connector, but not both at the same time. If your
NetGuardian was ordered with 2 analogs, the 4-pin connector can be used for wiring. Keep
in mind that the 4-pin connector is labeled "Analogs 3 & 4". Warning: Having analogs
connected to both the 50-pin Amphenol and 4-pin connector at the same time could
cause damage to the unit or the source devices.

The 4-pin connector is a screw terminal barrier plug, similar to the power connector. To connect analog inputs,
remove the connector plug, connect the leads to the appropriate terminals and reinsert the barrier plug. Note that the
plug can be inserted into its socket only one way, so make sure it can only be reinserted with the alarm inputs
aligned correctly.

By default, the analog inputs are configured to measure wltage. You can switch the analog inputs to measure
current by resetting jumpers on the NetGuardian 216 G3's circuit board.



5.9.1 Switching Analog Alarms to Current Operation
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Fig. 5.6. Adjustable jumpers on the NetGuardian 216 circuit board
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By default, the analog inputs are configured to measure voltage. You can switch the analog inputs to
measure current by resetting jumpers on the NetGuardian 216 G3's circuit board.

To test the analog alarm voltage/current jumpers, follow these steps:

1. Make sure the NetGuardian 216 G3 is depowered and disconnected from all network connections.

2. Remowe the screws from the sides of the NetGuardian 216 G3 case.

3. Slide the top cowver of the case off to expose the circuit board.

4. The adjustable jumpers are shown in Fig. 5.6. All alarm inputs can be individually configured for current or
wltage operation. Remember that the default jumper position is OPEN for measuring wltage. Note: Each
jumper inserts a 250-ohm shunt resistor across the input. This must be taken into account when defining
the analog input reference scale.

Jumper installed for current

Current
41020 mA — —
Currgnt Source zssohou:T [ | Ju mper Analo g
Transducer Input 7 ANA 1
J9 ANA 2

Voltage +Jumper removed for woltag e J |— J |— jig ﬁmﬁi

Voltage Source

Channel Voltage Operation (default) i
Transducer tage Op: ( ) Current Operation

Analog Unjumpered/Open Position: Jumpered/Closed Position:
— Input

Fig. 5.7. Jumper settings for analog alarms inputs.

5. Slide the top cower of the case back into position and replace the screws.
6. Reconnect and power up the NetGuardian 216 G3.
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6 NetGuardian 216 G3 Front Panel

Alarm 1/2 Amp
LEDs Speaker Fuses

NetGuardian 216 % J72 DS Telecom

- S & . . 8 A
d & A » o
g S &4 v
o ® - o O o o0 \\V~//
-

.
-

o
/
\\
\
-
A3

- ~1=
\——Craft : Ack Vo Mi— 112 AMP GMT 112 AMP GMT

.D-PK-NG216
I— Ack Alarm
Status LED
(" DB9Craft Port \  Button
RX
GND_l |—>Tx
54321
9876
RTS<J I~CTS

\_  DBYF RS-232 )
Fig. 6.1. NetGuardian 216 G3 Front panel connections

6.1 Craft Port

Use the front panel craft port to connect the NetGuardian 216 G3 to a PC for onsite unit configuration. To use the
craft port, connect the included DB9 download cable from your PC's COM port to the craft port. Pinout is shown
abowe for reference, but this is a standard DB9 to DB9.

6.2 Alarm Speaker

The NetGuardian 216 G3 has a built-in speaker for local audible alarm notification. The NetGuardian 216 G3 ships
with the speaker turned off. When enabled, the speaker will beep repeatedly when new alarms happen.

To enable the speaker:
1. Log-in to Web Interface

2. Go to Edit Menu and select Timers
3. Change Sound on time setting to something other than zero.
4. Click Sawe
To adjust the speaker wlume, use the wlume control thumb wheel on the NetGuardian's front panel.

7 Quick Start: How to Connect to the NetGuardian 216 G3

Most NetGuardian users find it easiest to give the unit an IP address, subnet and gateway through the front craft
port (TTY interface) to start. Once these settings are saved and you reboot the unit, you can access it over LAN to
do the rest of your databasing via the Web Browser interface.
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Alternative option: You can skip the TTY interface by using a LAN crossover cable directly from your PC to the
NetGuardian 216 G3 and access its Web Browser. See Section 7.2.

7.1 ..via Craft Port (using TTY Interface)

1. The simplest way to connect to the NetGuardian 216 G3 is over a physical cable connection between your
PC's COM port and the unit's craft port. Note: You must be connected via craft port or Telnet to use the TTY
interface. Make sure you are using the straight through (1 to 1) Male to Female DB9-DB9 download cable
provided with your NetGuardian 216 G3 to make a craft port connection. We'll be using HyperTerminal to
connect to the unit in the following example - however, most terminal-emulating programs should work.

Male to Female [THEIEuEIl Eame’
DB-S to DB9

MNet Guardian 216 G3

PC with terminal emulator,
such as HyperTerminal

sTo access HyperTerminal using Windows:
2. Click on the Start menu > select Programs > Accessories > Communications > HyperTerminal.

I_|f.:| Arcessibility

Fﬁ Carmrunications

Q.'. HyperTerminal

l@ Skartup k
& Internet Explorer

wh MsN

L‘;] Outlook Express

I Entertainment
. Address Book
5l Caloulator

ﬂ_‘-_ Metwark Connection
'_-_.) Metwark Setup Wizard
,'_g Mew Connection \Wizard

,.i], ‘ireless Metwork Setup Wizard

B Command Prompt

3. At the Connection Description screen, enter a name 4. At the Connect To screen, select Com port you'l

for this connection. You may also select an icon. The be using from the drop down and click OK. (COML1 is
name and icon do not affect your ability to connect to the most commonly used.)

the unit.

Connect To

% MetGuardian 216 G3
% Mew Connection

Enter detail: for the phiofe nurnber that you warnt bo dial
Enter a name and choose an icon for the: connection:

Countrpdregion;  Lied

[ ------- | Area code; 554

Photie number: | |

Copnect using: | EETEKIIRGGRR - |

[_ (] H_ Cancel ]

[ 0K ][ Cancel ]

5. Select the following COM port options: 6. When prompted, enter the default user name
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* Bits per second: 9600 admin and password dpstelecom. NOTE: If you
* Data bits: 8 don't receive a prompt for your user name and
* Parity: None password, check the Com port you are using on your
* Stop bits: 1 PC and make sure you are using the cable provided.
 Flow control: None
Once connected, you will see a blank, white Additional cables can be ordered from DPS
HyperTerminal screen. Press Enter to activate the Telecom: Part number D-PR-045-10A-04
configuration menu.
'COM1 Properties @
Port Settings: | ‘& -HyperTerminal
File Edit View Call Tramsfer Help
Bits per second: ._SBDD -;i D B " 3 EED ﬂ
Data bits: | g
Py [Hone Login: admin
Stap bis: |1 [l
Flows cantrol: ;NEUQ- [::g‘ [\3
Ok ] [ Cancel ] [ Apply ]
7. The NetGuardian 216 G3's main main menu will 8. ESC to the main menu. When asked if you'd like
appear. Type C for C)onfig, then E for E)thernet. to save your changes, type Y for Y)es. Reboot the
Configure the unit's IP address, subnet mask, and NetGuardian 216 G3 to sawe its new configuration.
default gateway.
Fie Edt View Cal Iransfer Help Fle Edt Vew Cal ITransfer Help
e &3 OB & D& @3 Dp &
3 E)thernet S)tats n(¥)ram re(B)oot (ESC) 7 E 3
Login: admin .
R — Unit IP 0 192.168.1.100 (192.168.1.100)
el SN
Unit HAC 1 00.10.81.00 45 8F R
NG216-G3 vl .0H.0045 UJnit Addr S)ubnet G)ateway (ESC) 7 U
(c)20089 DPS Telecom, Inc. Unit TP : 126.10.2308.121
Clonfig Pling D)ebug elX)it 7 C gn;t IPM . %gg%gﬁig;%l E%g%%gg%g%ﬂgg
E)thernet S)tats n(V)ram re(Bloot (ESC) ? E Gg!g:;y %1 9557558565 055 (7551255255, 255)
R Unit MAC : 00.10.81.00.45.8F
Unit IP : 192.168.1.100 (192.168.1.100)
Subnet Mask : 255.259.192.0 (259.295.192.9) Unit Addr S)ubnet Glateway (ESC) ? <—
Gateway 1 299.255.255.295  (255.255.255.255)
Unit MAC : 00.10.81.00.45.8F E)thernet S)tats n(V)ram re(Bloot (ESC) 7 B
Ulnit Addr S)ubnet Glateway (ESC) ? U Do you want to save changes (y/N) : y
Unit IP : 126.10.230.121 ggé},ﬁ;i,‘\g?’f"_’éﬁ‘e
C;nnected 0:00:16 ANSIN 9600 8-N-1 UM = — — — =

Be sure to change the IP of your computer back to one that operates on your network. Now you're ready to do the
rest of your configuration via LAN. Plug your LAN cable into the NetGuardian 216 G3 and see Section 9, "Logging
On to the NetGuardian 216 G3" to continue databasing using the Web Browser.
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7.2 ..viaLAN

MNetGuardian 216 G3

§is Birmnes T
r . — -]

= ALTE
i — ., -

d “mm |

e b " |

- ~-gp-

e S ———

LAN
Grossover
Cable

Connection through Ethernet port

To connect to the NetGuardian 216 G3 via LAN, all you need is the unit's IP address (Default IP address is
192.168.1.100).

If you DON'T have LAN, but DO have physical access to the NetGuardian 216 G3, connect using a LAN
crossower cable. NOTE: Newer PCs should be able to use a standard straight-through LAN cable and handle the

crossower for you. To do this, you will temporarily change your PC's IP address and subnet mask to match the
NetGuardian's factory default IP settings. Follow these steps:

Get a LAN crossover cable and plug it directly into the NetGuardian 216 G3's LAN port.

Look up your PC's current IP address and subnet mask, and write this information down.

Reset your PC's IP address to 192.168.1.200. Contact your IT department if you are unsure how to do this.
Reset your PC's subnet mask to 255.255.0.0. You may have to reboot your PC to apply your changes.

o > wDd e

Once the IP address and subnet mask of your computer coincide with the unit, you can access the

NetGuardian 216 G3 via a Telnet session or via Web browser by using the unit's default IP address of
192.168.1.100.

6. Provision the NetGuardian 216 G3 with the appropriate information, then change your computer's IP
address and subnet mask back to their original settings.

Now you're ready to do the rest of your configuration via LAN. Plug your LAN cable into the NetGuardian 216 G3
and see Section 9, "Logging On to the NetGuardian 216 G3" to continue databasing using the Web Browser.

8 TTY Interface

The TTY interface is the NetGuardian's built-in interface for basic configuration. From the TTY interface, you can:

e Edit the IPA, subnet, and gateway ¢ Set DCP info for T/Mon polling

¢ Tune the 202 modem ¢ Ping other devices on the network
e Set unit back to factory defaults ¢ Debug and troubleshoot

[ )

Configure data ports
For more advanced configuration tools, please use the Web Browser Interface.

For Telnet, connect to the IP address at port 2002 to access the configuration menus after initial LAN/WAN setup.
Telnet sessions are established at port 2002, not the standard Telnet port as an added security measure.

Menu Shortcut Keys

The letters before or enclosed in parentheses () are menu shortcut keys. Press the shortcut key to access that
option. Pressing the ESC key will always bring you back to the previous level. Entries are not case sensitive.
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8.1 New! Configure Serial Port via TTY

N IBixl
File Edt Wiew Cal Transfer Help
Dl =|3] ols| =

=

Login: admin
Passuord: xxxsxexxsex
Logged in successfully.

NG216-63 v1.01.0113
{c}2009 DPS Telecom, Inc.

Clonfig Pling Dlebug el(X)it 2 C

E)thernet DICP S)tats n{V)ram
Pr{T)maryPort re(Bloot (ESC) 7 T

Port Type : 202 Baud . 1260
Parity . no Stop 1
Flow : None

RTS Head : 30 RTS Tail : 10

t(¥)pe Blaud Plarity $)top
Fllow Hlead Tlail t{Ulne (ESC) 7

w

(Connected 0:00:12 JanisT peopen-t  [SROLL [CAPS [wum  [Sephure  [Prinkecho

Fig. 8.1 - Serial port configuration
1. To enter configuration setting for the Serial Port, login to the TTY interface and press C)onfig > pr(I)maryPort.

2. Press the hot keys to toggle through the following options. (* Indicates default settings:)
NOTE: Default settings may not reflect the primary interface that shipped in the unit.
e Port Type: 232*, 485, 202
e Baud: 115200*, 57600, 19200, 9600, 4800, 2400, 1200
e Parity: None*, even, odd
* Flow control: None*, hardware
e Stop bits: 1*, 2

3. Set the RTS head / tail is using 202. (Carrier time) Suggested settings are: head=60; tail=40; 0,0 if using RS232.



8.2 New! Tune 202 Modem (Set Transmit Level)

N ol
File Edit Miew Call Transfer Help
D[ 25| ole

E|

Passuord: »weswsusus
Logged in successfully.

NG216-G3 v1.91.0113
(c)2009 DPS Telecom, Inc.

Clonfig Pling Dlebug e(H)it ? C

E)thernet DICP $)tats n(Y)ram
Pr{I)maryPort re(Bloot (ESC) ? I

Port Type : 202 Baud : 1200
Parity : no Stop 1
Flow : None

RTS Head : 30 RTS Tail : 18

t(¥)pe Blaud Plarity $)top
Fllow Hlead T)ail +t{UJne (ESC) 2 U

(+)0n (&)Mark (3)Space (-)Off
(7)Coarselp (1)FinelUp (2)FineDown (6)CoarseDown

w =

[conniectad 0:00:15 [anst jpeooet-t  [SCROLL  [CAPS NUM  [Feapture  [Prmbeche
Fig. 8.2 - Tuning the 202 modem.

1. Login to the TTY interface and press C)onfig > pr(l)maryPort > t(U)ne.
2. Press the hot keys to turn on, then mark or space. Set the desired level (factory default is -13dBm)

8.3 New! Set DCP Parameters

Pr{I)maryPort re(Bloot (ESC) 7 I

Port Type : 202 Baud - 1200
Parity t ho Stop :

Flow . None

RTS Head : 30 RTS Tail : 18

t(Y)pe Blaud Plarity S)top
F)low Hlead Tlail t(U)ne (ESC) 7 U

{(+)0n (&)Mark (3)Space (-)Off

(7)Coarselp (1)FinelUp {2)FineDown (6)CoarseDouwn
t(¥)pe Blaud Plarity S)top

F)low H)ead Tlail t{U}ne (ESC) ? <—-

E)thernet DJ)CP S)tats n(Y)ram
Pr{T)maryPort re(BJoot (FSC) 7 D

DCP Unit ID : 1
Listen DCP  : OVER SERIAL

UInitID L)isten (ESC) ? j

Fig. 8.3 - Setting DCP Parameters
1. Login to the TTY interface and press C)onfig > D)CP.
2. Set the DCP Address (Unit ID).
3. Set the DCP listening type (toggle through the options). Choose over serial, over LAN*, or disabled.

Note: If not using DCP to communicate with a DPS master, set the address to 0 and disable listening.
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9 NetGuardian 216 G3 Web Browser

NetGuardian-216 G3

System set

Name
Location

contact

“From" E-mail Address
SNMP GET String

SNMP SET String

va Data sbited and
(BTN

DGP Unit 1D

O Listen DCP over LAN

user Windows Internet Explorer

Logout| Upgrade| Help

tings

[NetGuargon16 63
[

[sso-4541600

[sps_puslic

]

|

]
[ng21653@dpstele.com |
J

[eps_pubic ]
]

&
et | ]

Px v

© Tisten DGP over Primary Serial (U Disable Listening

The NetGuardian 216 G3 features a built-in Web Browser
Interface that allows you to manage alarms and configure the
unit through the Internet or your Intranet. You can quickly set
up alarm point descriptions, view alarm status, issue
controls, and configure paging information, and more using
most commonly used browsers.

NOTE: Max # of users allowed to simultaneously access

the NetGuardian 216 via the Web is 4.

bepLAN [

9.1 Logging on to the NetGuardian 216 G3

For Web Interface functionality, the unit must first be configured with some basic network information. If this step
has not been done, refer to the section "Quick Start: How to Connect to the NetGuardian 216 G3" for instructions on
initial configuration setup.

1. To connect to the NetGuardian 216 G3 from your Web browser, enter its IP address in the address bar of your
web browser. It may be helpful to bookmark the logon page to awid entering this each time.

2. After connecting to the unit's IP address, enter your login information and click OK. NOTE: The factory default
username is "admin" and the password is "dpstelecom™.

3. Inthe left frame you will see the Monitor menu (blue) and Edit menu (green) The Monitor menu links are used
to view the current status of alarms. The Edit menu is used to change the unit's configuration settings. All the
software configuration will occur in the Edit menu. The following sections provide detailed information regarding
these functions.

Zonnect to 126.10.230.185

Protected

Liser name! | £ admin " |

Passward: | ssesssnnnsl |

[ Iremember my password

[ Ok H Cancel ]

Fig. 9.1. Enter your password to enter the NetGuardian 216 G3 Web Browser Interface



9.1.1 Changing the Default Password

The password can be configured from the Edit > System screen. The minimum password length is four characters;

however, DPS recommends setting the minimum password length to at least five characters.

Use the following steps to change the logon password:
1. From the Edit menu select System.

2. Enter the new user name in the User field.

3. Enter the new password in the Password field.
4. Click the Save button.

DPS Telecom NetGuardian-216 G3 Logout| Upgrade| Help
Monitar Menus:
System Alarms
Global System Settings
anaiogs | Name |
Edit Menus: Location ‘
Eystern ¥ —_—
EIRETGE Contact |559-454-1800 |
Serial Port “From® E-mail Address ng216g3@dpstele.com |
Notifications =
SNVIP GET String [ospuic
System Alarms SNMP SET String [cips_public |
=
ETTa. T —
Date and Time Password sssssssses
, —
DCP Responder Settings

D

DCP Unit ID 1 | DCPx v

Listen DCP over LA Listen DCP over Primary Serial Disable Listenin

G N @ L imary Serial O Disable Listening

DCP LAN ET

DCP Serial Configure Primary Serial Port

System Controls
Initialize Configuration
Upgrade Firmware NGZ216-G3 v1.0A.0932

Fig. 9.2 - Global System Settings section of the Edit > System menu

NOTE: You will see the following popup when making changes to the NetGuardian 216 G3 from the Edit menu. It
will appear when confirming your changes to the database, either by clicking Next in the setup wizards or the Save
button.

-

‘Windows Internet Explorer

r [iata submitked and writken ko flash,
L)

Fig. 9.3 - Commit to NVRAM popup




30

10 NetGuardian 216 G3 - Most Important How-Tos

The next 3 sections of this manual will walk you through some of the most common tasks for using the NetGuardian
216 G3. You will learn how to send email notifications, and send SNMP traps to your alarm master- all using the
Web browser. For details on entering your settings into each Web browser menu, the section "Edit Menu Field
Descriptions."

10.1 How to Send Email Notifications

1. Click on the System button in the Edit menu and enter a valid email address in the "From" Email Address
field. (You may need to check with your IT department to have one created for the unit.) This is the address that will
appear in your email as the sender.

DPs Telecom NetGuardian-216 G3 Logout| Upgrade| Help

Base Alarms System Settings

System Alarms

Controls Global System Settings

Anaiogs Name INefGuardion 21 G3 |

m
= g
= =
fiz =
T =

" H =
H 3
i z

2

! 5

Location |
System - 3
Ethernet L Gontact |559-454-1600 |
Serial Port "From" E-mail Address ng216g3@dpstele.cam |
Notifications - —
System Alarms SNMP SET String dps_public |
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2. Click on the Notifications button in the Edit menu. You can setup as many as 8 different notifications. Begin the
setup "wizard" by clicking on a notification number. In this example, we'll setup Notification 1 to send emails.
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3. At the Notification Setting screen, check the Enable Notification box to turn "on" Notification 1. Now, select
the Send Email Notification button and click Next.
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4. At the Email Notification screen, you'll enter your email server settings. Enter the IP address or Host Name of
your email server. Enter the Port Number (usually 25) and the "To" Email Address of the technician that will
receive these emails. Click Next.
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5. At the Schedule screen, you'll select the exact days and times you want to receive email notifications. You can
set 2 schedules per notification. For example, you may want to receive notifications at certain times during the
week, and at different hours on the weekend. Use the check boxes to select the days of the week, and select the
time from the drop down menus. Click Finish. To try a test notification, click the Test button (See next step.)

DPS Telecom NetGuardian-216 G3 Logout| Lipgrade| Help

=
)
=
=)
B
=
=
]
H
£
in

= o @
o =) =
g S %
5 =

=4 o 2
A g

"

Base Alarms Notification 1 { Schedule )

Notification Time
@
Any Time

®
Any Time

System alarms
Cortras [ Joun v e

A I Tl I ) T v Bt

O 12 [0 ~lmin| &b v | to[11 ¥ h[58 ¥ lin[Pm v

Systam 2
Ethernet

O 12 %k |0 ¥nin AM %]t 11 ¥ k59 % nin|PM |

Serial Port

Notifications

Base Alarms < Back Fmiir\\; Test Cancel
System Alarms
save and exit ko summary

Date and Time

Timers

Wekb: 04 ©2009 DPS Telecorn

Fig. 10.5

6. If you chose to test the email notification you've just setup, you will see a popup. Click OK to send a test email
alarm notification. Confirm all your settings by checking your email to see if you've received it. NOTE: This test only
means that your notification settings are correct, but you still need to assign the notification to an alarm point. See
the next step.
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7. Now you will associate this notification to an alarm (system, base, analog, etc.) You hawe 8 notification devices
available to use. In the image below, you might assign Notification Device 1 to Base Alarm 1. This means that
you would receive an email notification when an alarm for SERVER ROOM occurs. Remember that Notification #1 in
the Notifications menu is the same as N1 on the alarms page.
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10.2 How to Send SNMP Traps

1. Click on the System button in the Edit menu. Enter the SNMP GET and SNMP SET community strings for your
network, then click Save. The typical SNMP SET and GET community strings for network devices is "public”. As
an added security measure, our default is "dps_public".
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2. Click on the Notifications button in the Edit menu. You can setup as many as 8 different notifications. Begin the
setup "wizard" by clicking on a notification number. In this example, we'll setup Notification 4 to send SNMP traps
to your alarm master.
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3. At the Notification Setting screen, check the Enable Notification box to turn "on" Notification 4. Now, select
the Send SNMP Notification button and click Next.
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4. At the SNMP Notification screen, you'll enter your network's SNMP settings. Enter the IP address of your
SNMP Trap Senver, the Trap Port Number (usually 162) and the Trap Community password. Choose from
SNMPWV1 or V2c traps, then click Next.
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5. At the Schedule screen, you'll select the exact days/times you want to receive SNMP notifications. You can
set 2 schedules per notification. For example, you may want to receive notifications at certain times during the
week, and at different hours on the weekend. Use the check boxes to select the days of the week, and select the
time from the drop down menus. Click Finish. To try a test notification, click the Test button (See next step.)
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6. If you chose to test the SNMP notification, you will see the popup below. Click OK to send a test SNMP alarm
notification. Confirm your settings by checking your alarm master to see if the SNMP trap was received.

-

Windows Internat Explorer
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Fig. 10.13

NOTE: This test only means that your notification settings are correct, but you still need to assign the notification to
an alarm point. See Step 7 in "How to Send Email Notifications" for more detail.
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10.2.1 How to Send Text Messages to Your Cellphone

The optional 33.6K internal modem provides full support for alphanumeric paging, so you can automatically send
detailed notifications and instructions to alphanumeric pagers, cell phones, and PDAs.

1. Click on the Notifications button in the Edit menu. You can setup as many as 8 different notifications. Begin the
setup "wizard" by clicking on a notification number. In this example, we'll setup Notification 1 to send an

alphanumeric page.
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2. At the Notification Setting screen, check the Enable Notification box to turn "on" Notification 1. Now, select

the Send Alpha Notification button and click Next.
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O send Email Notification
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@%Send Alpha Notification
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Fig. 10.15
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3. At the Alpha Notification screen, you'll enter your notification settings. Enter the Phone number to call for
your alphanumeric pager. For Dial Init String: Do not enter initialization strings unless directed by your network
administrator or DPS Tech Support staff. The dial initialization string is sent to the modem before making the call.
Enter a PIN (Personal Identification Number) for TAP terminal Authentication. Click Next.

Notification 1 (Alpha)

Phone number to call B53-454-1583 TAP #
Dial Init String
PIN 4954
e Cell phone #
[C<Back [ Nea> [J[ Cancal |
Fig. 10.16
Carrier TAP #
Verizon 866-823-0501
AT&T 800-909-4602
Sprint PCS 1-888-866-1727

Note: These TAP numbers may change or become discontinued by the issuer.

5. At the Schedule screen, you'l select the exact days/times you want to receive Alpha notifications. You can set
2 schedules per notification. For example, you may want to send alpha pages after hours or at certain times during
the week, and at different hours on the weekend. Use the check boxes to select the days of the week, and select
the time from the drop down menus. Click Finish. To try a test notification, click the Test button (See next step.)
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o i O o time @[ ¥h[0 Simin[aM %] to[4 V(52 min Py ¥]
2 8000 008 2 O sh Snl#] oh(E ol
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6. If you chose to test the Alpha notification, you will see the popup below. Click OK to send a test Alpha
notification.
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o
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Fig. 10.18

NOTE: This test only means that your notification settings are correct, but you still need to assign the notification to
an alarm point. See Step 7 in "How to Send Email Notifications" for more detail.
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10.3 How to Setup Analog Alarms

This section explains how to setup a user-definable analog alarm.
The table in Section 5.8 shows which analog alarms on the
NeGuardian 216 are user-definable and which are pre-defined.

The following example shows how to setup analog # 1 as a
temperature alarm in a Server Closet.

Server Closet Temperature

1. Login to the NetGuardian web browser and click the Edit > Analogs menu. Click the Enable checkbox next to
the analog number to turn the analog alarm ON.
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Fig. 10.19

2. Next, give this analog alarm a Description, then click the Save button at the bottom of the page.

3. Click the Advanced link at the top of the Edit > Analogs menu to edit more specific information. Start by
selecting thresholds. The threshold values in this example will be temperatures values. These thresholds tell the
NetGuardian that | want be notified of when the temperature rises above or drops below these set lewels. In this
example, we are selecting:

Major Under Temp: 45° F
Minor Under Temp: 55° F
Minor Over Temp: 78° F
Major Over Temp: 85° F

3. On Set and Clear: Here there are fields labeled “On Set” and “On Clear”. These allow you to customize the
description of an alarm fail and clear. For example, if you're monitoring a Propane tank, it might make more
sense to see the word “Empty” instead of “Alarm”.

4. QTime: Stands for Qualification time. Here, the qualification time is set for 1 minute. By clicking this link, the
help text will explain that 1S=1 second, 1M=1 Minute, and 1H=1hour. Typically, when an analog sensor crosses
a threshold, it does not stay there — It usually waivers across the threshold value. This may cause many alarms,
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and possible many nuisance emails. Here, we will set the qualification time for | minute, meaning we will only see
this alarm if the value is across the threshold for 1 minute or longer. The same is true for the clear condition — We
only want to know it has cleared if it stays clear for longer than 1 minute.

5. Display Units: This is the 3 unit value the NetGuardian will display as the label for the units you want to measure.
This field is only used for readability - It does not affect how the NetGuardian works with your analog sensor. For
this example, we want to show “F” for Fahrenheit. Other entries you might want to use for analog measurements
are “%H" for Percent Humidity, “Knt” for Knots (wind speed), “LBS” pounds of pressure, etc.

6. High/Low Reference: The Low and High Reference values are how the NetGuardian will determine the
temperature based off the input wltage. You will find these values in the documentation that came with the
sensor you are using. The NetGuardian is trying to build a linear equation to give you the most accurate results.
For example, if you are measuring battery wltage, you'd want the NetGuardian to display -54VDC when the input
wltage is in fact -54VDC. However, if you're measuring temperature instead, this relationship won't always be a
1:1 ratio.

Jumper installed for current Example, this temperature sensor is a current loop sensor

Current . ' that outputs 4-20mA. The NetGuardian uses a 250 Ohm
o l resistor to convert current to wltage measurement. Ohms
Current Source | Channel I
Shunt Input
Transducer — | 4mA X 250 Ohms = (0.004 X 250) = 1VDC
T | AND
_______ 20mA X 250 Ohms = (0.020 X 250) = 5VDC
Jumper removed for voltage
Voltage | | The documentation that came with this sensor explains how
<3 I 4 - 20 mA translates temperature. In this case:
~ Analog
Voltage Source | Ch-nrel I
Transducer L Input | 4mA (or 1VDC) = 32° F
? | AND
—— e e 20mA (or 5VvDC) = 131° F
Fig. 10.20 Therefore, my reference values are 1 = 32 and 5 = 131.
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9. Lastly, pick an analog gauge that best fits this sensor. Before you sawe, review the Threshold Values you
entered earlier. These might have been recalculated based off the newly entered reference points. Reboot the

NetGuardian to save your changes.



10. Log back into the unit and click Analogs from the (blue) Monitor menu. Now you should be able to view your
new analog gauge and its current value.
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11. Click the Classic View link at the top of the page to switch from Gauge View. Classic view shows just the raw
values of your analog sensor.
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10.4 Howto Tune the 202 Modem

The following steps are only used if your NetGuardian build includes a 202 modem.

1. Click on the Edit > Serial Port.

2. When "202' is chosen at the Port Type, the "Tune 202" link will appear at top of the screen. Click the link.
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3. Click the buttons to adjust the Signal and Level.

NetGuardian-216 G3

DPS Telecom

Base Alarms Tune 202 Modem

System Alarms Signal Level
On Coarse Up
Mark Fine Up
Space Fine Down |
System ot | Coarse Down |

Ethernet

Motifications

Logout| Upgrade| Help

Fig. 10.24




11 Edit Menu Field Descriptions
11.1 System

From the Edit > System menu, you will configure and edit the global system, T/Mon and control settings for the
NetGuardian 216 G3.

DPS Telecom NetGuardian-216 G3 Logout| Upgrade| Help

Monitor Menus:
Base Alarms System Settings

System Alarms

Contrals Global System Settings

Name MetGuardian-216 G3
Edit Menu § Location
Ethernet Contact |559-454-1600
Serial Port "From" E-mail Address |ng216g3@dpstele.com
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Fig. 11.1 - The Edit > System menu

Global System Settings

Name A name for this NetGuardian 216 G3. (Optional field)

Location The location of this NetGuardian 216 G3. (Optional field)

Contact telephone number for the person responsible for this NetGuardian 216 G3.

Contact (Optional field)

A valid email address used by the NetGuardian 216 G3 for sending email alarm

"From" Email Address L
notifications.

SNMP GET String Community name for SNMP requests. (case-sensitive).
SNMP SET String Community name for SNMP SET requests. (case-sensitive).
User Used to change the username for logging into the unit.
Password Used to change the password for logging into the unit (case-sensitive).
DCP Responder Settings (For use with T/Mon NOC)
DCP Unit ID User-definable ID number for this NetGuardian 216 G3 (DCP Address).
Listen DCP Choose to listen DCP over LAN or serial. May also be disabled.
DCP LAN Enter the DCP port for this NetGuardian 216 G3 (UDP/TCP port).
DCP Serial Clickable link to configure serial port settings.

System Controls

Used to restore all factory default settings to the NetGuardian 216 G3. Do not initialize
Initialize Configuration| the non-wlatile RAM (NVRAM) unless you want to re-enter all of your configuration
settings again.

Clickable link that takes you to the Firmware Load screen, where you'll browse to the

Upgrade Firmware downloaded firmware update saved on your PC.
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11.2 Ethernet

The Edit > Ethernet menu allows you to define and configure Ethernet settings.

DPS Telecom

Monitor Menus:
Base alarms

System Alarms

Gontrols

Edit Menus:

Notifications
Systemn Alarms

Date and Time

Unit MAG
Host Name
Enable DHCP
Unit IP
Subnet Mask

Gateway

NetGuardian-216 G3

Ethernet Settings

Ethernet Settings

00.10.81.00.2F.5F

O

1126.10,230.184

|25 266.192.0

|26, 265.255.266

&

(126.10.230.184)
| (255.255.192.0)

| (255.255.255.255)

Logout| Upgrade| Help

Ethernet Settings

DNS Server 1

DNS Server 2

| 255, 255,255,255

| 265 255 255 255

(255.255.255.255)

| (255.255.255.255)

Fig. 11.2 - The Edit > Ethernet menu

Ethernet Settings

Unit MAC

Hardware address of the NetGuardian 216 G3. (Not editable - For reference only.)

Host Name

Used only for web browsing. Example: If you don't want to remember this NetGuardian's
IP address, you can type in a name is this field, such as NG216G3. Once you save and
reboot the unit, you can now browse to it locally by simply typing in "NG216G3" in the
address bar. (no "http://" needed).

Enable DHCP

Used to turn on Dynamic Host Connection Protocol. NOT recommended, because the
unit is assigned an IP address from your DHCP server. The IP you've already assigned to
the unit becomes inactive. Using DHCP means the unit will NOT operate in a T/Mon
environment.

Unit IP

IP_address of the NetGuardian 216 G3.

Subnet Mask

A road sign to the NetGuardian 216 G3, telling it whether your packets should stay on
your local network or be forwarded somewhere else on a wide-area network.

Gateway

An important parameter if you are connected to a wide-area network. It tells the
NetGuardian which machine is the gateway out of your local network. Set to
255.255.255.255 if not using. Contact your network administrator for this info.

Ethernet Settings

DNS Server 1

Primary IP address of the domain hame sener. Set to 255.255.255.255 if not using.

DNS Server 2

Secondary IP_address of the domain name sener. Set to 255.255.255.255 is not using.




11.3 Serial Ports

The Edit > Serial Port menu allows you to change settings depending on the port type of your NetGuardian. From
this menu, you can select a mode of operation, tune the 202 modem, and enable reach-through serial port

functionality.
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Monitor Menus:

Base Alarms Primary Serial Port Configuration

Tune 202

Port Configuration Reach-Through

Port Type: Baudi _ Parityr __ Stop Bit=s:

9600 _[v] [g-bitdata.noparty [v| [1]y]

System Alarms

Controls

2

[ Enable Reach-Through

D s e Primary port located >
in the back of the unit. RTS hesd: RTStail: Flow Control: e Tipet
[Fthemer | 0 0 [None || 2 ™
[Seatport | "
[Base alarms |
[System alarms__|
Fig. 11.3 - The Edit > Serial Ports menu
Location
A reminder that your primary serial port is located on the back of the NetGuardian 216

G3 chassis.

Port Configuration
Port Type Select the serial port for your build of the NetGuardian.
Choose from 202, 232, 485...
Baud, Parity, Stop Bits, Select the appropriate settings from the drop-down menu.
and Flow Control

RTS Head Only used if your NetGuardian was built with a 202 modem.
The most commonly used value is 30.
RTS Talil Only used if your NetGuardian was built with a 202 modem.

The most commonly used value is 10.

Flow Control

Reach-Through
Enable Reach-through Checking this box enables the port to be used as a terminal
sener. Most commonly used to Telnet through the port over
LAN to a hub, switch, or router. From a command prompt,
type the following (note the spaces between each entry):
telnet [IP address] [port]
Example: telnet 192.168.1.100 3000

Port Port number used for reach-through to a serial device.
Type Select TCP or UDP traffic to be passed through to a serial
device.

LAN \—— e & e

NetGuardian 216 G3

/

Physical
serial

Connecion Far-end switch

Fig. 11.4 - Topology of using the serial port for reach-through
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11.4 Notifications

From the initial Edit > Notifications menu, you can enable or disable your NetGuardian's alarm notifications and
alter schedules during which each notification is active. Click any of the No. links to begin configuring notifications.
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ifications vh = any Time any Time
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Ay Time Any Time
o Sun,Mon, Tue,\Wed, Thu,Fri,Sat, Sun,Mon, Tue,Wed, Thu,Fri,Sat,
e

Any Time Any Time

I~
o
e
I

I
Q
ot
=

Fig. 11.5 - The Edit > Notifications menu

Once you've chosen which notification you want to setup, check the Enable Notification to turn it "on." Then
choose a notification method: Email, SNMP (traps), Alpha, or SMS.

Notification Options:

Your NetGuardian 216 will only display Alpha or SMS notification options if appropriate for your NetGuardian model.
If you ordered your NetGuardian with a dialup modem, you will be able to send alpha notifications. If you ordered
your NetGuardian with a wireless modem, you will be able to send SMS notifications. You cannot order a
NetGuardian 216 with both dialup and wireless modems, therefore, you will not be able to setup both Alpha and
SMS notifications on the same NetGuardian unit.
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Fig. 11.6 - The Notification Setting menu



11.4.1 Notification Settings

To configure alarm notifications, simply fill in all fields for the chosen notification type. See the tables in the
following sections for information on available fields for each notification type.

11.4.1.1 Email Notifications

DPS Telecom NetGuardian-216 G3 Upload| Logout| MyDPS

Notification 1 (Email)

Email Notification

SR Berute I [206.169.87.188
or Host Name

Base Alarms
System Alarms

Controls

Event Log Port No. 25
(Usually Use 25) L
"From" E-mail Address ng2leqg3@dpstele.net
Ethernet "To" E-mail Address |cjakobczak@dpstele.net | [} Mobile Format
Serial Port
Notifications
I < Back “ Next > H Cancel ]

Base Alarms

I
al

m » =z
21 5 o
2 s & S
b o = g =
2 @ a E

- =l n
L e =
3 " 1]
: £
4]

Fig. 11.7 - Editing Email Notification Settings

Email Notification

SMTP Server IP or

Host Name The IP address of your email server.

Port Number The port used by your email senver to receive emails (usually port 25).

Displays the email address (defined in the Edit menu > System) that the

From" E-mail Address NetGuardian 216 G3 will send email from. Not editable from this menu.

"To" E-mail Address | The email address of the person who will receive email alarm notifications.

If this box is checked the message will be received in the following order
Mobile Format "Description" "Status" "Date" "Time"
(Example: Alarm 1 Clear YYYY-MM-DD HH:MM:SS)

11.4.1.2 SNMP Traps

j DPS Telecom NetGuardian-216 G3 Logout| Ungrade| Help
Monitor Menus:
Notification 4 (SNMP)
System Alarms
SNMP Natification
SNMP Trap Server IP 123.456.784.00 ‘
Edit Menus: Trap Port No. 162 N
Ethernet Trap Community puklid

Serial Port

Notifications
System Alarms
—_—————

Fig. 11.8 - Editing SNMP notification settings

SNMP Notification

SNMP Trap Server IP The SNMP trap manager's IP address.

The SNMP port (UDP port) set by the SNMP trap manager to receive

Trap Port No. traps, usually set to 162.

Trap Community Community name for SNMP TRAP requests.
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11.4.1.3 AlphaPager Notifications

PIMN

Phone number to call EE3-454- 1688 TAP #

il Init String

Notification 1 (Alpha)

[ <Back ][ Nea> pJ[ GCancel |

Fig. 11.9 - Editing Alpha notification settings

Alpha Notification

Phone number to call

Phone number to send the notification.

Sent to the modem before making the call. Do NOT enter initialization

Dial Init String strings unless directed by a network administrator or DPS Tech Support
staff.
PIN Personal Identification Number for TAP terminal Authentication.

11.4.1.4 SMS Notifications

You can send SMS notifications either direct to a cellular phone or to your SNMP manager with the SMS Receiver

accessory.

Notification 2 (SMS)

SMS Notification

Phone number to call

[] Backup Mode.

1-555-454-1600

Send notification only if system alarm point ZE'. is set. See Display Mapping

[J Require ACK.

Delay 'D | minutes before sending retry. This delay only used when "require ACK" is checked.

Declare failure after [}

| retries.

Text-to-SNMP gateway format

®
Cell phone format 1

) <Name>=Pref><Desc><Sts><Time>

Example:

Name: NetGuardian2le G3
Prefs 303

Desc: Alarm point, 1
Stsr Clear

Time: Sep 23 G8:53

EM5

< Back ” MNext > ” Cancel J

SMS Notification

Phone number to call

The Phone Number of the person or device that will receive SMS alarm
notifications

Backup Mode

Configures the NetGuardian to send SMS alarm notifications only if a
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specific system alarm point is set. By default system alarm 26, the
DCP inactive alarm (indicating that the NetGuardian has lost its
connection to T/Mon) triggers Backup Mode. You may wish to use
other system alarms indicating connection or notification failures to
trigger backup mode. For more information on System Alarms, see the
Reference Section of this manual.

Require Ack

Indicates that the notification recipient must acknowledge the alarm for
the NetGuardian to cease sending the SMS notification. When "Require
Ack" is checked, a line "Ack:#" will be added to each message. To
acknowledge an alarm and prevent the NetGuardian from sending it
again, reply to the message with "Ack:#" as your message text (where
"#' matches the number in the message you are acknowledging). To
"Require Ack", you must also configure the number of minutes the
NetGuardian should wait before sending redundant notifications, and how
many notifications it should send before declaring a failure.

format

Text-to-SNMP gateway The SMS receiver parses SMS messages sent by the NetGuardian and

Configures the NetGuardian to send notifications to an SMS receiver.

forwards SNMP traps to your master station. It will only parse and
forward correctly formatted SMS messages.

Cell phone format 1

Indicates a standard SMS alarm notification.

11.4.2 Schedule

The Edit > Schedule menu is where you will tell the NetGuardian 216 G3 exactly which days and times you want
to receive alarm notifications. You set 2 different schedules for each discrete base alarm.

Base Alarms
System Alarms

GControls

Analogs

Ethernet

serial Port
Notifications
Base Alarms
System alarms
Controls

Date and Time

DPs ‘Tolecom NetGuardian-216 G3 Logout| Upgrade| Help
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Fig. 11.10 - The Schedule creation screen

Notification Scheduling

Days of the week

From either Schedule 1 or 2, check which days you want to receive notifications.

Any Time

Select to tell the NetGuardian 216 G3 you want to receive alarm notifications at
any time for the day(s) you've selected.

Notification Time

Used to tell the NetGuardian to only send alarm notifications during certain hours
on the day(s) you've selected.
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11.5 Base Alarms

The NetGuardian 216 G3's discrete base alarms are configured from the Edit > Base Alarms menu. Descriptions for
the alarm points, polarity (normal or reversed) and notification type(s) are defined from this menu. You also have the
option to use a Basic or Advanced configuration methods, explained the the following 2 sections.

Go to Advanced Config

X

BPS Telecom NetGuardian-216 G3 Logout| Upgrade| Help

Monitor Menus:

Base Alarms (Basic)

Controls

Notification devices
Analogs

-~ [ EELEEEER

1 ACPower

Serial Port 2 Main Door
Notifications
3

Sids Doar

System Alarms 4 Humidity
5 Tower Light
(] Microwave Noise

7 Generator A

a GeneratorB

) AT NI BT SESTH R MW <t
R0 R A1 W1 ST R S RO

9 Water Leak

L0 BT U N CRY EE B
L) NC) SC-T WET TS S-1 RS T

10 Fue

0
|

Fig. 11.11 - The Advanced Config button on the Edit > Base Alarms screen
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11.5.1 Basic Configuration

DPS Telecom NetGuardian-216 G3 Logout| Upgrade| Help
Monitor Menus:
Base Alarms (Basic)

System Alarms Go to Advanced Config
I Notification devices
N7
Description
Edit L HEEEEEEEE
@ @

stem
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ehemet | ==

30 e 2= s |a

Notificatiol i

3 |Side Door [ ' = =]

Base Alarms

System Alarms 4 Humidity 1 = | & =t

[controls | ey O O 0

:

i 0o oo o

- | O o O 0
8 Generator B = =} =k =k
9 Water Leak = il T =
10 [Fire | ] | e ]

Fig. 11.12- The Edit > Base Alarms menu

Editing Base Alarms - Basic

Pnt (Point) Alarm point number.

Description User-definable description for the discrete alarm input.

Rewerse: Check this box to reverse the polarity of the alarm point. Left un-checked,
this means a normally-open contact closure is a clear condition. When polarity is
reversed, a normally-closed alarm point is clear when closed.

Rev (Reverse) Example: Door with a magnetic door sensor. When the door is closed, the magnetic
sensor acts like a closed relay. However, you know this should not trigger an alarm
condition. This means you'd want the door alarm reversed in the NetGuardian
because we are looking for a normally closed condition.

Check which natification device(s), 1 through 8, you want to send alarm notifications
for that alarm point. These naotification devices correlate to one of the 8 devices you
setup for notification (email, SNMP trap, etc.) Check the box in the green bar (top) to
have a notification device send an alarm for all alarm points.

Notification devices




52

11.5.2 Advanced Configuration

DPS Telecom NetGuardian-216 G3 Logout| Upgrade| Help
Monitor Menus:
Base Alarms Base Alarms (Advanced)
System Alarms Go to Basic Config
Controls
Analogs [Pt |peseription__________________Jonset __fonClear | ]
1 |ACPower Alarm |Clear Os :LBUrh Vi
Edit Menus: : —
System 2 |MainDoor Open {Closed Us | Set v
3  Side Door QOpen Closed 0= ;(Sel :VI
Serial Port ——
Notifications 4 :Humldlt_y Alarm | |Clear | 10s |Set x|
5 TowerLight On off 0s !ngoth vi
Controls 6 |Microwave Noise On Off Os é_Sel E:,
Bedne 7 | GeneratorA (Alarm Clear Os irSel i‘fj
Date and Time S ——
Timers 8 GeneratorB Alarm | IClear | 10s | Clear :_v.f
Shehal 9 |WaterLeak Alarm |Clear Os :Sa vi
10 |Fire Alarm {Clear Os | Set |_;|
11 | TXAActive Alarm Clear Os I(Sit i.v.l

Fig. 11.13 - The Advanced Base Alarms Config screen

Editing Base Alarms - Advanced

Pnt (Point) Point: Alarm point number.
Description User-definable description for the discrete alarm input.
On Set User-definable description (condition) that will appear for the discrete alarm input on Set.
Example: "Alarm"
User-definable description (condition) that will appear for the discrete alarm input on Clear.
On Clear " "
Example: "Clear
The length of time that must pass, without interruption, in order for the condition to be
considered an Alarm or a Clear.
Qual. Time . .
e . Example: If you have a loose door contact and you receive a false alarm every time the
(Qualification Time - . . S .
wind blows, you might want to set a 3-second qualification time. This means the door
would have to be in the Alarm state for at least 3 seconds before the alarm is triggered and
a notification is sent.
Qual. Type Allows you to choose whether you want to apply the Qualification Time to the alarm Set,
(Qualification Type)| Clear, or Both. (Most people use only Set.)
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11.6 Systerm Alarms

Monktor Manus:
Base Alanms

i Alarms

¥C) DPS Telecom NetGuardian-216 G3

Logaut | Upgrasde | Help

Systam Alarms

Rpt M NG N7 [NE
] "= L BN |
o o

25  Dafault configuration

26 Undefinad IR =
27 MAC address not set L TR S
2@ 1P address not sot Ll Lt
29 LAN hardware error L=t )
0 SNMP processing emror LTSNS
31 BNMP community error 3 Tl 56 )
a2 LANTX packet drop 1SN}
33 Notification i failed L]

a4 waotification 2 fallad CES ]
a5  Motification 3 failed LR i
86 Notification 4 failed @y i
a7 Natification S failed L]
28 Notification & failed @,
29 watification 7 failed @ s
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Fig. 11.14 - The Edit > System Alarms menu

Editing System Alarms

Pnt (Point)

Alarm point humber

Description

Non-editable description for this System (housekeeping) Alarm.

Rpt (Report)

Check this box to choose to report this alarm.Check the box in the green bar
(top) to have all System Alarms reported. Leave unchecked to ignore.

Notification devices

Check which natification device(s), 1 through 8, you want to send alarm
notifications for that alarm point. Check the box in the green bar (top) to have
that notification device send a notification for all the System Alarms.




54

11.7 Controls

The NetGuardian 216 G3's relay can be configured in the Edit > Controls menu. You can enter your own description
for this relay and designate it to a notification device(s).
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Controls

System Alarms

Notification devices
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Fig. 11.15 - The Edit > Controls menu

Editing Control Relays
Description User-definable description for the NetGuardian 216 G3's control.
Stands for "Momentary Time," which is the time (in milli-seconds) when you quick-
latch the relay from Monitor Mode, T/Mon or other SNMP manager.
Check which notification device(s), 1 through 8, you want to send alarm notifications
for the control.

Mom. Time

Notification devices

11.8 Analogs

Each of the NetGuardian 216 G3's analog channels may be individually configured to monitor analog changes in
your environment. The analog inputs natively measures wltage on a range of -90 to +90 VDC. By removing the lid of
the unit, you can mowe a jumper to set the point to monitor 4 - 20mA. (Please see Section 5.8 for more info.)

Internal and external temperature sensors monitor the ambient temperature. Both sensors measure a range of 32° F
to 140° F (0° C to 60° C) within an accuracy of + 1°. The external temperature sensor provides external temperature
readings by plugging the optional probe into the temperature port on the NetGuardian 216 G3's back panel.

You also have the option to use a Basic or Advanced configuration methods, explained the the following 2 sections.



11.8.1 Basic Configuration

Basic configuration for the NetGuardian 216 G3's analog channels can be accomplished from the Edit > Analogs
menu. From this screen, you enable or disable the analog channels, select notification devices, and set thresholds.

DPS Tlesom NetGuardian-216 G3 taguill] iiigmnde| Silp
Monitor Menus:
[Controts | Notification devices
Rev N1 N2 N3 N4 N5 N6 N7
- H §H B B B B BB
Edit Menus:
ot
s Description: Rev N1 N2 N3 N4 N5 N6 N7 N8
M | Tower Site Humidity] T O OO0 [
:
1 Units: VDC  mju: -78.0000 Mnu: -35.0000 MnO:  35.0000 | mjo: | 78.0000
Advanced
ot
Description: Rev N1 N2 N2 N4 N5 N6 N7 N8
2O Humicity 4 @ @ ma
o Units: VDC  mju; -72.0000 Mnu: -35.0000 Mno: | 350000 mjo: | 79.0000
Advanced
Description: Rev N1 N2 N2 N4 N5 N6 N7 N8
Wind Direction [ TR | O
3 Units: °>N  mju: 1000000 | mnu: -700.0000 MnoO: 400.0000 Mjo: |400.0000

Fig. 11.16- The basic Edit > Analogs menu

Editing Analogs - Basic
Checking the box in the Enab column enables monitoring of the analog

Enab (Enable) channel. Analog channels that are not enabled will not show in the Monitor
Menus > Analogs screen.
Description User-definable description for the analog channel
Check this box to reverse the polarity. (This is not typically used. Reversing
Rev (Reverse) polarity is the same as reversing your wiring.

Example: -54VDC becomes +54VDC)

Check which notification device(s), 1 through 8, you want to send alarm
Notification devices notifications for that analog alarm. Check the box in the green bar (top) to have a
notification device send an alarm for all analog channels.

MjU (Major Under)
MnU (Minor Under)MnO | Threshold settings. These user-defined value are used to indicate the severity of
(Minor Over) the alarm by indicating when the threshold values you've set have been passed.

MjO (Major Over)

11.8.2 Advanced Configuration

To access the Advanced configuration screen, click the Advanced Config link near the Description. From the
Advanced configuration screen, you can now select which analog gauges you want to represent the changing
values.
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¥ DPS Telecom NetGuardian-216 G3 Upload| Legout| MyDPS
Monitor Menus
Base Alarms Analogs
—
Rev N1 N2 N3 N4 N5 N6 N7 N8
" s EEEEEEn
Description: § Rev N1 N2 N3 N4 N5 N6 N7 N8B
m&m Ments \analog 1 | O IR
[Fthermet | Units: VDC ~ Mju: [-790000 |  MnU: (350000 |  MnO: (350000 | MjO: | 790000
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Fig. 11.17- The Advanced Edit > Analogs menu

Editing Analogs - Advanced
User-definable description (condition) that will appear for the alarm on Set.
On set o N
Example: "Alarm
User-definable description (condition) that will appear for the alarm Clear.
On clear o B
Example: "Clear
QTime The length of time that must pass, without interruption, in order for the
(Qualification Time) condition to be considered an Alarm or a Clear.
QType Allows you to choose whether you want to apply the Qualification Time to the
(Qualification Type) alarm Set, Clear, or Both.
User-definable display units or optional choice between Fahrenheit and
Celsius temperatures. The most common are:
. . VDC = Voltage
Display Units 9%H = Humidity
F = Fahrenheit
C = Celsius
Low Reference * User-definable lower threshold settings
High Reference * User-definable upper threshold settings
Analog Gauge Type Select the color-coded gauge that best represents your data.
Check this box to tie the analog channel to the base discrete point of the
. : same number (i.e. channel 1 with alarm 1). Checking this box disables the
Associate enable/disable . . . .
to base alarm # anglog channel until NetGuardian reports an alar_m on the a_lssouated discrete
point. When the alarm sets, the NetGuardian will automatically re-enable and
monitor the analog channel.

* These values are gathered from your sensor. Keep in mind that the NetGuardian is trying to build a linear equation
to give the most accurate results. See examples below.

Example 1: If you are measuring battery wltage, we want the NetGuardian to show that the input is -54.2 VDC if -
54.2 VDC is really being measured. Howe\er, if you are measuring temperature, the values are typically nota1: 1
ratio.

Example 2: Your X-Type sensor outputs 4 - 20mA. (We use a 250 ohm resistor to convert current to wltage
measurement. Ohms Law tells us that 4mA x 250 ohms = 5 VDC. The sensor should tell us what the output current
references. In this example, 4mA = 23° F and 20mA = 131° F OR 1V = 23° Fand 5V = 131°F.
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11.9 Date and Time

DPS Telecom NetGuardian-216 G3 Logout| Upgrade| Help
Manitor Menus:

System Alarms

Edit Menus:
System

Base Alarms Date and Time

Gontrols
Date MunthimJ.ﬁﬂ"T{f Dav]-'l_::’:i Year ['lﬂﬂ-:{f
Time Hour 12 | Minute 10 v [aM v

Ethernet
Serial Port
Notifications NTP Server Address or Host Name :Hnnh-amer\ca pool.ntp.org |
T =

System Alarms

Controls

Reboot

Automatic Time Adjustment (NTP)

[l Enable NTP

Time Zane | GMT-08:00 Pacific Time hd

adjust Clock for Daylight Saving Time (DST)

[] Enable DST

Month  Weekday - Hour -
Start Day [Mar | [SecondSundey | (2 | |AM v
e Month  Weekday — Hour _
e ey [ Mav | | First Sunday v 2 | [aM v

Fig. 11.18 - The Edit > Date and Time menu

Time Settings

Date Select the current month, day, and year from the drop-down menus.
Time Select the current hour, minutes, and time of day fro the drop-down menus.
Automatic Time Adjustment (NTP)
Enable NTP Check this box to enable Network Time Protocol.
NTP Server Address or| Enter the NTP sener's IP address or host name, then click Sync.
Host Name Example: north-america.pool.ntp.org
Time Zone Select your time zone from the drop-down menu.
Adjust Clock for Daylight Savings Time (DST)
Enable DST Check this box to have the NetGuardian 216 G3 obsenve Daylight Savings.
Start Day Select the month, weekday, and time when Daylight Savings will begin.
End Day Select the month, weekday, and time when Daylight Savings will end.
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11.10 Timers

DPS Telecom

Monitor Menus:
Base Alarms

System aAlarms

Controls

System
Ethernet

Serial Part
Notifications
Base Alarms
System aAlarms

Controls

Date and Time

Edit Menus:

NetGuardian-216 G3 T

Timers

Weh Refresh (100ms-60s):

How often web browser is refreshed when in monitor mode. 115 ‘
Timed Tick (0s-60m): ‘US ‘
This is a 'heartbeat' function that can be used by masters who don't perform integrity checks,

Sound on time (0s-10m): ‘55

How long the MetGuardian's speaker will sound when reportable alarm occures or clears, 5= —‘

11.11 Reboot

Fig. 11.19- The Edit > Timers menu

Click on the Reboot link from the Edit menu will reboot the NetGuardian 216 G3 after writing all changes to

NVRAM.

Windows Internet Explorer

H? This Action will Rebook the Unit. Continue?

I; g, ” - Cancel

Fig. 1120 Thé Ed|t > Iiéb-oot. (.:o-nfir.r;lat.i.dn popl.ip; .
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12 Monitoring via the Web Browser

12.1 Monitoring Base Alarms

This selection provides the status of the base alarms by indicating if an alarm has been triggered. Under the State
column, the status will appear in red if an alarm has been activated. The status will be displayed in green when the

alarm condition is not present.

DPS Tolecom NetGuardian-216 G3
Monitor Menus:
Base Alarms Base Alarms
System Alarms

Controls AC Power

Analogs

Main Door

Side Door

Ei

dit Menus:

1
2

3

4 Humidity

5 TowerLight [
6  Microwave Noise
7 Generator A

8  Generator B

9 Water Leak
Analogs 10 Fire

Date and 11 TXA Active

&

& B8 Iz(R|2
| HHHE
g EHM

12 TXB Active
13 Fuse 112.1D
14 Exterior Motion

15 Interior Motion

16 Battery

e S

Logout| Upgrade| Help

Clear
Alarm
Clear
Clear
Alarm
Clear
Clear
Clear
Clear
Clear
Clear
Clear
Clear
Clear

Alarm

Clear

Fig. 11.22. Click on Base Alarms in the Monitor menu to see if any base alarms have been triggered.

12.2 Monitoring System Alarms

System alarms are not-editable, housekeeping alarms that are programmed into NetGuardian 216 G3. The Monitor
> System Alarms screen provides the status of the system alarms by indicating if an alarm has been triggered.
Under the State column, the status will appear in red if an alarm has been activated. The status will be displayed in

green when the alarm condition is not present.

See "Display Mapping" in the Reference Section for a complete description of system alarms.

oS> DPS Telecom NetGuardian-216 G3 Logout| Uparade| Hel
Monitor Menus:
System alarms
ystom morms [ P pescnpmon T
m 25 Default configuration Clear
2 Undefined Clear
E 27 MAC address not set Clear
28 1IP address not set Clear
M 29 LAN hardware error Clear
Serial Port =
30 SNMP processing error Clear
31 SNMP community error Clear
32 LAN TX packet dro Clear
v Aorm | —
m 33 Notification 1 failed Clear
34 Notification 2 failed Clear
Date and Ti 35 Notification 3 failed Clear
Timers 36 Notification 4 failed Clear
37 Notification 5 failed Clear
38 Notification 6 failed Clear
39 Notification 7 failed Clear
40 Notification 8 failed Clear

Fig. 11.22 View the status of System Alarms from the Monitor > System Alarms menu.
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12.3 Operating Controls

Use the following rules to operate the NetGuardian 216 G3's control:

1. Select Controls from the Monitor menu.

2. Under the State field, you can see the current condition of the control.

3. Toissue the control, click on a command (Opr - operate, RIs - release, or Mom - momentary)

DPS Tolocom NetGuardian-216 G3 Logout| Upgrade| Help
Monitor Menus:
Controls
e Jrctrion e comnats |
1 Backup Generator Released Opr Rls Mom
2 Backup Tower Lights Released D@ Rls Mom

Edit Menus:

imers
Reboot

SEEEd iR
RHHHHHE
g 1

Fig. 11.23 Operate the control relay by clicking on one of the actions in the Commands field.
12.4 Monitoring Analogs

This selection provides the status of the system's analog channels by indicating if an alarm has been triggered. The
Monitor menu > Analogs screen provides a description of each analog channel, the current reading, the units being
read, and alarm conditions (major under, minor under, major over, minor over) according to your temperature
settings.

Classic View
Watch the Reading column to see your analog values changes as the information is updated, all without a page
refresh. Red Xs indicate when a threshold has been crossed.

DPS Telecom NetGuardian-216 G3 Logout| Upgrade| Help

Monitor Menus:

Analogs (Gauge View)

ho-Jeno poserption ———————————Tuonaing {umns o {unw [uno Jwio |

Yes Tower Site Humidity 0.0000 vDC

®

iz

3|8
3 @

© NN s W N
<
o
w

R Yes CO Humidity 0.0000 VDC

Edit Menus: Yes Wind Direction 333.3595 °>N
System

Ethernet

Wind Speed 7.7787 MPH

Yes Monitor PowerA -47.5869 VDC

Yes Monitor PowerB 0.0000 vbC x x
Yes Internal Temperature 88.1196 SF

Yes External Temperature 139.8228 L 5 x

Analogs

ime
Timers
Reboot

Fig. 11.24 - Monitoring analogs in Classic View allows you to see live unit readings, and see which ones have
crossed your thresholds..



Gauge View
The gauge types you chose appear on this screen, along with the changing analog values. The circles under each of
the gauges flash when thresholds have been crossed.

Note: Only enabled analog channels (analogs for which the Enab box is checked on the Monitor Menus >
Analogs screen) will display in gauge view. Enabled analogs will display in numerical order in rows of 2 (ex.
Channel's 1, 3, and 4 are enabled but 2 is not. Channels 1 and 3 will be displayed next to each other, and 4 will
begin a new row).

DPS rslacom NetGuardian-216 G3 Logout] Bpgeads) Help

Monitor Menus:

Analogs (Classic View)

Base Alarms

System Alarms

F82|2 2: HHE
I ﬂ” a:
g & Sl 2
hie @ 2 G 5
-
ol ]

Serial Port
Notifications
Base Alarms €O Humidity
System Alarms
7.05
Date and Time i:
mers
10
o
‘Wind Direction Wind Speed

Fig. 11.25 - Monitoring analogs in Gauge View offers you a visual representation of where all your analogs stand.
12.5 Viewing the Event Log

The NetGuardian 216 G3 now features an internal Event Log, which displays the last 100 even since the unit was
powered up. NOTE: This information is stored in "first in, first out" order in the NetGuardian's volatile memory.
Events will reset when the unit has been rebooted.

To view the Event Log, click on the Monitor menu > Event Log.

DPS Telecom Upload| Logout| MyDPS

Monitor Menus:

Base Alarms Event LOQ
System Alarms _Reset Refresh Rate 5 sec |-
ol ESENE DR s el SR T I
Analogs 1 11/24/2009 15:14:26 Alarm 1.01 This is a fully populated point description_1_01
Event Log 2 11/24/2009 15:14:11 Clear 145 Unit reset
3 11/24/2009 15:14:11 Alarm 145 Unit reset

System

Serial Port
Notifications

= g :
: g

Fig. 11.26 - Viewing the Event Log from the web browser.
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13 Firmware Upgrade

To access the Firmware Load screen, click on the Edit > System menu. At the bottom of this screen, click the
firmware link located in the System Controls section.

DPS Telecom NetGuardian-216 G3 Logout| Upgrade| Help

=
=]
=
=3
)
=
£9
]
=
£
w

System Alarms
Global System Settings
m Name iNE\Guardian-21EG3 |
Edit Menus: Location 1 |
Serial Port "From" E-mail Address Ing21Bg3@dpstele com |
Notifications 7
SNMP GET String |dps_public |
System Alarms SNMP SET String |dps_public |
‘
pnatogs | e iednn '
Date and Time Password |ssssssssss ‘
.

DCP Responder Settings

DGP Unit ID o EEEE

& Listen DGP over LAN (O Listen DGP over Primary Serial O Disable Listening

DEP LAN 2| {voe
DCP Serial Gonfigure Primary Serial Port
Initialize Configuration

NC

Upgrade Firmware

Web: v1.04 ©2009 DPS Telecom

Fig. 13.1 - The clickable link to upgrade firmware from the Edit > System menu

At the Firmware Load screen, simply browse for the firmware update you've downloaded from www.dpstele.com
and click Load.

DPS Telacom

Upload (config. firmware,web, or bundle)

I Browse_ Upload

Fig. 13.2 - Browse for downloaded firmware upgrade
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14 Front and Back Panel LED

NetGuardian 216 #

D-PK-NG216

& &
& &
» &
oo
‘@—Craft—‘ Ack

DPS Telecom
~ RN
R 2
) ]
Vo! i 1/2 AMP GMT

Fig. 12.1. Front panel LEDs

LED Status Description
Flashing Red New alarm
Alarm - -
Solid Red Standing alarm acknowledged
Error No Function: Reserved for future use
. Flashing Green |Data transmitted on PRI Serial
Primary ) - -
Flashing Red Data recieved on PRI Serial
Solid Green Power supply OK
Power
Off No wltage or +24V and GND leads reversed
Craft Flashing Green [NG 216 G3 data transmit over craft port
Flashing Red NG 216 G3 data receive over craft port
Flashing Green |Application is running
Status ) : :
Flashing Red Boot Loader is running
Table 12.1. Front Panel LED Descriptions
e 3’

- www. dpstele com Senal
Power Disconnection: Analogs
Remove Aand B Pl ugs | POWER
Fgvac
0.5A max Temp
48V GND -48V GN D

Discretes / Analogs / Controls

LED Status Description
PWR Solid Green Power supply OK
Off No woltage or +24V and GND leads rewersed

Table 12.2. Back Panel LED Descriptions
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15 Reference Section

15.1 Display Mapping

Description Port Address Point
Discrete Alarms 99 1 1-16
Display 1 Control Relays 99 1 17-18
System Alarms 99 1 25-45
Analog 1 Minor Under 99 1 1
Analog 1 Minor Over 99 1 2
Display 2 Analog 1 Major Under 99 1 3
Analog 1 Major Over 99 1 4
Analog Value 99 1 5-64
Analog 2 Minor Under 99 1 1
Analog 2 Minor Over 99 1 2
Display 3 Analog 2 Major Under 99 1 3
Analog 2 Major Owver 99 1 4
Analog Value 99 1 5-64
Analog 3 Minor Under 99 1 1
Analog 3 Minor Over 99 1 2
Display 4 Analog 3 Major Under 99 1 3
Analog 3 Major Over 99 1 4
Analog Value 99 1 5-64
Analog 4 Minor Under 99 1 1
Analog 4 Minor Over 99 1 2
Display 5 Analog 4 Major Under 99 1 3
Analog 4 Major Owver 99 1 4
Analog Value 99 1 5-64
Analog 5 Minor Under 99 1 1
Analog 5 Minor Over 99 1 2
Display 6 Analog 5 Major Under 99 1 3
Analog 5 Major Over 99 1 4
Analog Value 99 1 5-64
Analog 6 Minor Under 99 1 1
Analog 6 Minor Over 99 1 2
Display 7 Analog 6 Major Under 99 1 3
Analog 6 Major Over 99 1 4
Analog Value 99 1 5-64
Analog 7 Minor Under 99 1 1
Analog 7 Minor Over 99 1 2
Display 8 Analog 7 Major Under 99 1 3
Analog 7 Major Over 99 1 4
Analog Value 99 1 5-64
Analog 8 Minor Under 99 1 1
Analog 8 Minor Over 99 1 2
Display 9 Analog 8 Major Under 99 1 3
Analog 8 Major Over 99 1 4
Analog Value 99 1 5-64

Table 14.1
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15.2 System Alarms Display Map

variable. Useful in testing integrity of

Display|Points | Alarm Point Description Solution
The internal NVRAM may be damaged. |Login to the NetGuardian's web browser
Default . . , . . .
25 . . The unit is using default configuration |and configure the unit. Power cycle to
configuration ) )
settings. see is the alarm clears.
DCP Poller The NetGuardian is conﬁgured_to listen
26 | . for DCP polls but has not received a poll| - - - - -
nactive . .
in over 5 minutes
27 MAgoﬁ‘i‘i;ess The MAC Address is not set. Call DPS Tech Support: (559) 454-1600
See Section "Quick Start: How to
Connect to the NetGuardian 216 G3 via
IP Address not . . .
28 set The IP is not set. Craft Port." If not using the NetGuardian
owver LAN, set the IP address to
255.255.255.255
29 LAN hardware |The unit does not have a solid LAN link |[If connecting to a hub you might require
error to the hub, switch, or router. a LAN crossover cable.
30 SNMF.) SNMP trap address is not defined and II_Dkeﬁr;e the éPSAN?\;j;efS Wheretyou would
Processing | snvp trap event occurred. ke to sen fap events, or
error configure the event not to trap.
31 SNMP.t Community string does not match your |Verify both community strings to make
corr;rr\::rm Y |SNMP master's community string. sure they match.
32 LAN TX packet |An error occurred transmitting data over Verify that you can ping both devices.
drop LAN.
33 Notification 1 |A notification 1 event, such as a page |Use RPT filter debug to help diagnose
1 failed or email, was unsuccessful. notification problems.
34 Notification 2 |A notification 2 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
35 Notification 3 |A notification 3 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
36 Notification 4 |A notification 4 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
37 Notification 5 |A notification 5 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
38 Notification 6 |A notification 6 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
39 Notification 7 |A notification 7 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
40 Notification 8 |A notification 8 event, such as a page |Use RPT filter debug to help diagnose
failed or email, was unsuccessful. notification problems.
Try pinging the Network Time Sener’s IP
. Communication with Network Time Addr.ess as it is configured. Ifthe ping
41 NTP failed . test is successful, then check the port
Sernver has failed. . . . ;
setting and verify the port is not being
blocked on your network.
Toggles state at constant rate as ) )
42 Timed Tick |configured by the Timed Tick timer To tum the feature off, set the Timed Tick

timer to 0.
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SNMP trap alarm reporting.

Serial port 1 (or appropriate serial port

Check proxy connection. The serial port

Serial 1 Rc ) i . .
43 full Q number) receiver filled with 8 K of data |data may not be getting collected as
(4 K if BAC active). expected.
44 Dynamic Not expected to occur. Call DPS Tech Support (559) 454-1600
memory full
. . If unintentional, call DPS Tech Support:
45 Unit reset | Unit has rebooted. !
(559) 454-1600.
46 M V(;/'rele."sil N The Wireless Modem component to the |Contact DPS Tech Support (559) 454-
odem Is NOt | NetGuardian has stopped responding. |1600
Responding
47 [Wireless Signal Ensure that the cellular antenna is

Not Detected

The Wireless Modem does does not
detect a cellular signal.

properly connected to the NetGuardian.
If possible, reposition the NetGuardian to
find a cellular signal. If unsuccessful,
contact DPS.




67

15.3 SNMP Manager Functions

The SNMP Manager allows the user to view alarm status, set date/time, issue controls, and perform a
resync. The display and tables below outline the MIB object identifiers. Table 14.2 begins with dpsRTU;
however, the MIB object identifier tree has several levels above it. The full English name is as follows:
root.iso.org.dod.internet.private.enterprises.dps-Inc.dpsAlarmControl.dpsRTU. Therefore, dpsRTU's full

object identifier is 1.3.6.1.4.1.2682.1.4. Each level beyond dpsRTU adds another object identifying
number. For example, the object identifier of the Display portion of the Control Grid is

1.3.6.1.4.1.2682.1.4.3.3 because the object identifier of dpsRTU is 1.3.6.1.4.1.2682.1.4 + the Control

Grid (.3) + the Display (.3).

dpsRTU
136141268214

_DU_uTrapsl Ident DisplayGrid ControiGnd MNVRamGnd Alarmiarid
(.0) (1) {:2) {.3) {.5)
DisplayLmrv[.‘I:l NvVRamSection (1) AlamrmEntry {.1)
‘ See Table A1 |
Table 14.2
Tbl. B1 (O.)_OV_Traps points Thl. B2 (.1) Identity points Tbl. B3 (.2) DisplayGrid points
_OV_vTraps Ident DisplayEntry
(1.3.6.1.4.1.2682.1.4.0) (1.3.6.1.4.1.2682.1.4.1) (1.3.6.1.4.1.2682.1.4.2.1)
PointSet (.20) Manufacturer (.1) Port (.1)
PointClIr (.21) Model (.2) Address (.2)
SumPSet (.101) Firmware Version (.3) Display (.3)

SumPClr (.102)

DateTime (.4)

DispDesc (.4)*

CompFailed (.103)

ResyncReq (.5)*

PntMap (.5)*

ComRestored (.014)

P0064Set (.10064)

P0001Set (.10001) through

* Must be setto "1" to perform the resync
request which will resend TRAPs for any
standing alarm.

P0064CIr (.20064)

P0O001CIr (.20001) through

Thl. B3 (.3) ControlGrid
points

ControlGrid
(1.3.6.1.4.1.2682.1.4.3)

Port (.1)

Address (.2)

Display (.3)

Point (.4)

Action (.5)

The NetGuardian 216 G3 82IP G2 OID has changed from 1.3.6.1.4.1.2682.1.2 t0 1.3.6.1.4.1.2682.1.4
Updated MIB files are available on the Resource CD or upon request.

Table 14.3

Tbl. B5 (.5) AlarmEntry points

AlarmEntry
(1.3.6.4.1.2682.1.45.1)

Aport (.1)

AAddress (.2)

ADisplay (.3)

APoint (.4)

APntDesc (.5)*

AState (.6)

* For specific alarm points, see
Table B6
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15.4 SNMP Granular Trap Packets

Tables Table 14.4 and Table 14.1.5 provide a list of the information contained in the SNMP Trap packets
sent by the NetGuardian 216 G3

SNMP Trap managers can use one of two methods to get alarm information:
1.Granular traps (not necessary to define point descriptions for the NetGuardian 216 G3) OR

2.The SNMP manager reads the description from the Trap.

UDP Header |[Description
1238 Source port
162 Destination port
303 Length
O0xBABO Checksum
Table 14.4 UDP Headers and descriptions
SNMP Header Description
0 Version
Public Request
Trap Request
1.3.6.1.4.1.2682.1.4 Enterprise
126.10.230.181 Agent address
Enterprise Specific Generic Trap
8001 Specific Trap
617077 Time stamp
1.3.7.1.2.1.1.1.0 Object
NetGuardian v1.0K Value
1.3.6.1.2.1.1.6.0 Object
1-800-622-3314 Value
1.3.6.1.4.1.2682.1.4.4.1.0 Object
01-02-1995 05:08:27.760 Value
1.3.6.1.4.1.2682.1.4.5.1.1.99.1.1.1 Object
99 Value
1.3.6.1.4.1.2682.1.4.5.1.2.99.1.1.1 Object
1 Value
1.3.6.1.4.1.2682.1.4.5.1.3.99.1.1.1 Object
1 Value
1.3.6.1.4.1.2682.1.4.5.1.4.99.1.1.1 Object
1 Value
1.3.6.1.4.1.2682.1.4.5.1.5.99.1.1.1 Object
Rectifier Failure Value
1.3.6.1.4.1.2682.1.4.5.1.6.99.1.1.1 Object
Alarm Value

Table 14.5. SNMP Headers and descriptions
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16 Frequently Asked Questions

Here are answers to some common questions from NetGuardian 216 G3 users. The latest FAQs can
be found on the NetGuardian 216 G3 support web page, http://www.dpstele.com.

If you have a question about the NetGuardian 216 G3, please call us at (559) 454-1600 or e-mail us at
support@dpstele.com

16.1 General FAQs

Q. How do I telnet to the NetGuardian 216 G3?

A. You must use Port 2002 to connect to the NetGuardian 216 G3. Configure your Telnet client to
connect using TCP/IP (not "Telnet," or any other port options). For connection information, enter the
IP address of the NetGuardian 216 G3 and Port 2002. For example, to connect to the NetGuardian
216 G3 using the standard Windows Telnet client, click Start, click Run, and type "telnet
<NetGuardian 216 G3 IP address> 2002."

. How do | connect my NetGuardian 216 G3 to the LAN?
To connect your NetGuardian 216 G3 to your LAN, you need to configure the unit IP address, the
subnet mask and the default gateway. A sample configuration could look like this:
Unit Address: 192.168.1.100
subnet mask: 255.255.255.0
Default Gateway: 192.168.1.1
Save your changes by writing to NVRAM and reboot. Any change to the unit's IP configuration
requires a reboot.

>0

Q. When | connect to the NetGuardian 216 G3 through the craft port on the front panel it either
doesn't work right or it doesn't work at all. What's going on?
A. Make sure your using the right COM port settings. Your COM port settings should read:
Bits per second: 9600 (9600 baud)
Data bits: 8
Parity: None
Stop bits: 1
Flow control: None
Important! Flow control must be set to none. Flow control normally defaults to hardware in most
terminal programs, and this will not work correctly with the NetGuardian 216 G3.

. The LAN link LED is green on my NetGuardian 216 G3, but | can't poll it from my T/Mon.
Some routers will not forward packets to an IP address until the MAC address of the destination
device has been registered on the router's Address Resolution Protocol (ARP) table. Enter the IP
address of your gateway and your T/Mon system to the ARP table.

>0

Q. What characteristics of an alarm point can be configured through software? For instance,
can point 4 be used to sense an active-low signal, or point 5to sense alevel or an edge?

A. The unit's standard configuration is for all alarm points to be level-sensed. You cannot use
configuration software to convert alarm points to TTL (edge-sensed) operation. TTL alarm points
are a hardware option that must be specified when you order your NetGuardian 216 G3. Ordering
TTL points for your NetGuardian 216 G3 does not add to the cost of the unit What you can do with
the configuration software is change any alarm point from "Normal" to "Reversed" operation.
Switching to Reversed operation has different effects, depending on the kind of input connected to
the alarm point:
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If the alarm input generates an active-high signal, switching to Reversed operation means
the NetGuardian 216 G3 will declare an alarm in the absence of the active-high signal, creating the
practical equivalent of an active-low alarm.

e |f the alarm input generates an active-low signal, switching to Reversed operation means the
NetGuardian 216 G3 will declare an alarm in the absence of the active-low signal, creating the
practical equivalent of an active-high alarm.

e If the alarm input is normally open, switching to Reversed operation converts it to a normally
closed alarm point.

e |f the alarm input is normally closed, switching to Reversed operation converts it to a normally
open alarm point.

. I'munsure if the voltage of my power supply is within the specified range. How to | test the

voltage?

Connect the black common lead of a voltmeter to the ground terminal of the battery. Connect the
red lead of the voltmeter to the batter's VCD terminal. The voltmeter should read between +12
and +30VDC.

16.2 SNMP FAQs

>0

>0

> O »O

Which version of SNMP is supported by the SNMP agent on the NetGuardian?
SNMP v1.

How do | configure the NetGuardian 216 G3 to send traps to an SNMP manager? Is there a
separate MIB for the NetGuardian 216 G3? How many SNMP managers can the agent send
traps to? And how do | set the IP address of the SNMP manager and the community string to
be used when sending traps?

The NetGuardian 216 G3 begins sending traps as soon as the SNMP managers are defined. The
NetGuardian 216 G3 MIB is included on the NetGuardian 216 G3 Resource CD. The MIB should be
compiled on your SNMP manager. (Note: MIB versions may change in the future.) The unit supports
2 SNMP managers, which are configured by entering its IP address in the Trap Address field of
Ethernet Port Setup. To configure the community strings, choose SNMP from the Edit menu, and
enter appropriate values in the Get, Set, and Trap fields.

Does the NetGuardian 216 G3 support MIB-2 and/or any other standard MIBs?
The NetGuardian 216 G3 supports the bulk of MIB-2.

Does the NetGuardian 216 G3 SNMP agent support both NetGuardian 216 G3 and T/MonXM
variables?

The NetGuardian 216 G3 SNMP agent manages an embedded MIB that supports only the
NetGuardian 216 G3's RTU variables. The T/MonXM variables are included in the distributed MIB
only to provide SNMP managers with a single MIB for all DPS Telecom products.

How many traps are triggered when a single point is set or cleared? The MIB defines traps
like "major alarm set/cleared," "RTU point set,” and a lot of granular traps, which could
imply that more than one trap is sent when a change of state occurs on one point.
Generally, a single change of state generates a single trap.

. What does "point map" mean?

A point map is a single MIB leaf that presents the current status of a 64-alarm-point display in an
ASClIl-readable form, where a "." represents a clear and an "x" represents an alarm.

. The NetGuardian 216 G3 manual talks about control relay outputs. How do | control these
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>

>0 >0

from my SNMP manager?

The control relays are operated by issuing the appropriate set commands, which are contained in
the DPS Telecom MIB.

How can | associate descriptive information with a point for the RTU granular traps?
The NetGuardian 216 G3 alarm point descriptions are individually defined using the Web Browser.

My SNMP traps aren't getting through. What should I try?

Try these three steps:

1. Make sure that the Trap Address (IP address of the SNMP manager) is defined. (If you changed
the Trap Address, make sure you saved the change to NVRAM and rebooted.)

2. Make sure all alarm points are configured to send SNMP traps.

3. Make sure the NetGuardian 216 G3 and the SNMP manager are both on the network. Use the
unit's ping command to ping the SNMP manager.
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17 Technical Support

DPS Telecom products are backed by our courteous, friendly Technical Support representatives, who
will give you the best in fast and accurate customer service. To help us help you better, please take the
following steps before calling Technical Support:

1. Check the DPS Telecom website.
You will find answers to many common questions on the DPS Telecom website, at http://www.
dpstele.com/support/. Look here first for a fast solution to your problem.

2. Prepare relevant information.
Having important information about your DPS Telecom product in hand when you call will greatly
reduce the time it takes to answer your questions. If you do not have all of the information when you
call, our Technical Support representatives can assist you in gathering it. Please write the information
down for easy access. Please have your user manual and hardware serial number ready.

3. Have access to troubled equipment.
Please be at or near your equipment when you call DPS Telecom Technical Support. This will help us
solve your problem more efficiently.

4. Call during Customer Support hours.
Customer support hours are Monday through Friday, from 7 A.M. to 6 P.M., Pacific time. The DPS
Telecom Technical Support phone number is (559) 454-1600.

Emergency Assistance: Emergency assistance is available 24 hours a day, 7 days a week. For
emergency assistance after hours, allow the phone to ring until it is answered with a paging message.
You will be asked to enter your phone number. An on-call technical support representative will return
your call as soon as possible.
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18 End User License Agreement

All Software and firmware used in, for, or in connection with the Product, parts, subsystems, or derivatives thereof,
in whatever form, including, without limitation, source code, object code and microcode, including any computer
programs and any documentation relating to or describing such Software is furnished to the End User only under a
non-exclusive perpetual license solely for End User's use with the Product.

The Software may not be copied or modified, in whole or in part, for any purpose whatsoewer. The Software may not
be reverse engineered, compiled, or disassembled. No title to or ownership of the Software or any of its parts is
transferred to the End User. Title to all patents, copyrights, trade secrets, and any other applicable rights shall
remain with the DPS Telecom.

DPS Telecom's warranty and limitation on its liability for the Software is as described in the warranty information
provided to End User in the Product Manual.

End User shall indemnify DPS Telecom and hold it harmless for and against any and all claims, damages, losses,
costs, expenses, obligations, liabilities, fees and costs and all amounts paid in settlement of any claim, action or
suit which may be asserted against DPS Telecom which arise out of or are related to the non-fulfillment of any
covenant or obligation of End User in connection with this Agreement.

This Agreement shall be construed and enforced in accordance with the laws of the State of California, without
regard to choice of law principles and excluding the provisions of the UN Conwvention on Contracts for the
International Sale of Goods. Any dispute arising out of the Agreement shall be commenced and maintained only in
Fresno County, California. In the event suit is brought or an attorney is retained by any party to this Agreement to
seek interpretation or construction of any term or provision of this Agreement, to enforce the terms of this
Agreement, to collect any money due, or to obtain any money damages or equitable relief for breach, the prevailing
party shall be entitled to recower, in addition to any other available remedy, reimbursement for reasonable attorneys'
fees, court costs, costs of investigation, and other related expenses.
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66 block connector, 18

alarm speaker, 22
adjusting volume, 22
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analog alarminputs, 2, 17, 20
connections, 17
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pinout, 17
switching between voltage and current operation, 21
voltagerange, 2, 20

back panel serial port,
pinout, 12

cables, 3
download cable, 3
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control relays, 1, 2, 17
connections, 17
maximum current, 2
maximumyvoltage, 2
operating from SNM P manager, 70
pinout, 17
craft port,
craft port pinout, 22
serial format, 69
current draw, 2

dimensions, 2

discrete alarminputs, 17, 19
capacity, 2
connections, 17
contact to ground, 19
dry contact, 19
pinout, 17
reversing polarity, 19

Display Mapping, 64

Ethernet port, 12



Frequently Asked Questions (FAQs), 69
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SNMP, 70

fuse, 3

installation,
alarmconnections, 17
LAN connection, 12
mounting, 6
power connection, 11
tools needed, 6
interfaces, 2

LAN, 1,12

MIB object identifiers, 67
modem, 2

NVRAM, 1

operating humdity range, 2
operating termperature range, 2

parts, 3
numbers, 3
ordering, 3
power input, 2, 11

rack ears, 3, 6
reach-through serial port, 12

shipping list, 3
SNMP, 70

GranularTrap Packets, 68

MIB, 1, 68, 70

SNM P managers, 1

SNMPtraps, 70
SNM P manager functions, 67
System Alarmdescriptions, 65
System Alarm Point Descriptions, 64

T/Mon NOC, 1

T202 modem connection,
T202 port pinout, 12
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e-mail address, 69
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Warranty

DPS Telecomwarrants, to the original purchaser only, that its products a) substantially conformto DPS published
specifications and b) are substantially free fromdefects in material and workmanship. This warranty expires two years fromthe
date of product delivery with respect to hardware and ninety days fromthe date of product delivery with respect to software.
If the purchaser discovers within these periods afailure of the product to substantially conformto the specifications or that
the product is not substantially free fromdefects in material and workmanship, the purchaser must promply notify DPS. Within
reasonable time after notification, DPS will endeavor to correct any substantial non-conformance with the specifications or
substantial defects in material and workmanship, with new or used replacement parts. All warranty service will be performed at
the company's office in Fresno, California, at no charge to the purchaser, other than the cost of shipping to and from DPS,
which shall be the responsiblity of the purchaser. If DPSis unable to repair the product to conformto the warranty, DPS will
provide at its option one of the following: a replacement product or arefund of the purchase price for the non-conforming
product. These remedies are the purchaser's only remedies for breach of warranty. Prior to initial use the purchaser shall have
determined the suitability of the product for its intended use. DPS does not warrant a) any product, components or parts not
manufactured by DPS, b) defects caused by the purchaser's failure to provide a suitable installation environment for the
product, c) damage caused by use of the product for purposes other than those for which it was designed, d) damage caused
by disasters such as fire, flood, wind or lightning unless and to the extent that the product specification provides for
resistance to a defined disaster, €) damage caused by unauthorized attachments or modifications, f) damage during shipment
fromthe purchaser to DPS, or g) any abuse or misuse by the purchaser.

THE FOREGOINGWARRANTIESAREIN LIEU OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDINGBUT
NOT LIMITED TOTHEIMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESSFORA PARTICULAR
PURPOSE

In no event will DPS be liable for any special, incidental, or consequential damages based on breach of warranty, breach of
contract, negligence, strict tort, or any other legal theory. Damages that DPSwill not be responsible for include but are not
limited to, loss of profits; loss of savings or revenue; loss of use of the product or any associated equipment; cost of capital;
cost of any substitute equipment, facilities or services; downtime; claims of third parties including customers; and injury to
property.

The purchaser shall fill out the requested information on the Product Warranty Card and mail the card to DPS. This card
provides information that helps DPS make product improvements and develop new products.

For an additional fee DPS may, at its option, make available by written agreement only an extended warranty providing an
additional period of time for the applicability of the standard warranty.

Technical Support

If apurchaser believes that a product is not operating in substantial conformance with DPS published specifications or there
appear to be defects in material and workmanship, the purchaser should contact our technical support representatives. If the
problem cannot be corrected over the telephone and the product and problem are covered by the warranty, the technical
support representative will authorize the return of the product for service and provide shipping information. If the product is
out of warranty, repair charges will be quoted. All non-warranty repairs receive a 90-day warranty.



Free Tech Support is Only a Click Away

Need help with your alarm monitoring? DPS Information Services are ready to

serve you ... in your email or over the Web!

www.DpsTelecom.com R

Free Tech Supportin Your Email: The Protocol Alarm Monitoring Ezine

The Protocol Alarm Monitoring Ezine is your free email
tech support alert, delivered directly to your in-box
every two weeks. Every issue has news you can use
right away:

*  Expert tips on using your alarm monitoring
equipment — advanced techniques that will save
you hours of work

*  Educational White Papers deliver fast informal
tutorials on SNMP, ASCII processing, TL1 and
other alarm monitoring technologies

* New product and upgrade announcements keep
you up to date with the latest technology

* Exclusive access to special offers for DPS
Telecom Factory Training, product upgrade offers
and discounts

To getyour free subscription to
The Protocol register online at
www.TheProtocol.com/register

Free Tech Support on the Web: MyDPS

MyDPS is your personalized, members-only online resource.
Registering for MyDPS is fast, free, and gives you exclusive
access to:

» Firmware and software downloads and upgrades
* Product manuals

* Product datasheets

» Exclusive user forms

Register for MyDPS online at
www.DpsTelecom.com/register

The Protocol aiarm Monitoring Ezine
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Turbocharge Your NetGuardian With SNMP v2c
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i Creative Solution: Convert Your LEDs to
Contact Closures

Ted Van Tuyl of Click! Network created a unique monitoring application that
converts LEDs to contact closures, using DPS equipment.

@ Read Full Story
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